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{ReT LAY EBRBEREFAE TR |, £ Network TUHKEIFETINISR , 7EERY Headers
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< C' @ github.com & M W

Y ﬂ Elements Console Sources Network Performance Memory Application » o1 a1
E O L‘ ® © ¥ Q ([Orreservelog | () Disable cache Nothrotting v = | 4 ¥

Filter (O Invert () Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm

() Has blocked cookies (] Blocked Requests (] 3rd-party requests

(0 Use large request rows (J Group by frame
. . . X Show overview (O Capture screenshots
Learn Git and GitHub without any code!
y | 2000 ms 4000 ms 6000 ms 8000 ms 10000 ms 12000 ms 14000 ms

Using the Hello World guide, you'll create a H = —
repository, start a branch, write comments, and ‘

open a pU" request. Name X Headers Preview Response Initiator  Timini

E github.com v General

Read the guide Start a project SnVirnMmeREo28assdo.5 Request URL: https://github.con/
chunk-frameworks-7e274fc2.js Request Method: GET

chunk-vendor-109acc5a.js

Status Code: @ 200

behaviors-9edc40c9.js
Remote Address:|20.205.243.166:443

[7] light-13dc275a3a314268790358e25956033c.css

Repositories [7] dark-9d84afdcaac584c9465298e415004b30.css Referrer Pollcysi strictsorigin=uhen=cross=onigin
[4] frameworks-cfOecb10a258465cbae6d92808737d10.css v Response Headers
[7] behaviors-d96c2e38b8c3c6ec1810c42ed14a7cle.css cache-control: max-age=0, private, must-revalid:
. " [7] tab-size-fix-30224561f6d0a13e045c2e9a5b1e5682.css content-encoding: gzip
Find a repository... github-203e160bcb6844516b6745b0cf08835¢.css content-security-policy: default-src 'none'; base-

ANIBIRIEM "ZIFFKE" | EJ9 DNS #BHXER | (RMEARE TREERAZXA IP
T LR EBROZEFRA— X MER.

XIS, EHFE2MASGEEERRRSEIEA. EAE  IERER—RAINLEERS
27 CDN , BB AEEENESDEM , BN+, SNEE CDN KinTs
R, EEHAEREMIEAIRSS. MREARMHEATENERT | BBAB—ELL A
FRETER , #EENITE P, ARFEREXNMESEEFHELRE.
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IAIRRERGRE | BBARILAUERF A E TENRESAITINEE | KEFERERSI HTTP &
RIS, B EHEE, thanFemiBinia) « https://github.com{Ri@ , BRARTLASHTFFF
RETR , ARhEhR , E2PNETMkE . Bl Network WEBXL HTTP XI5RAYNNE
ENYEIN

& C @& github.com @ M & »
Y ﬂ Elements Console SourcesF‘erformance Memory Application > o1 atl | B1
E O é‘ ® © Y Q | OPreservelog = ([ Disable cache Nothrotting v = | 4 ¥
Filter (O Invert () Hide data URLs All = Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manif

(O Has blocked cookies (] Blocked Requests (] 3rd-party requests

[ Use large request rows (O Group by frame
Learn Git and GitHub without any code! [ = e
Using the Hello World guide, you'll create a ﬁ' - = -
repository, start a branch, write comments, and ‘
open a pull request. Name Status  Domain Type Initiator Size ime aterfal

chunk-voting-830b8... | 200 github.githubass. script system-lite.js. (disk c

Start a project chunk-prefetched-p... 200 github.githubass...  script system lite.js... ' (disk c...
chunk-copy-8e2b71... | 200 github.githubass...  script isk c...
chunk-color-modes... 200 github.githubass...  script 8! | S. i
[ top_repositories?loc... | 200 github.com fetch
Repositories [] recent-activity 200 github.com fetch
[ top_repositories?loc... ' 200 github.com fetch
[ recent-activity 200 github.com fetch
[] dashboard-feed 200 github.com fetch
Find a repository... [E extn-utils.html 200 efaidnbmnnnibpc... docum... jguen
extn-utils.js 200 efaidnbmnnnibpc... ' script

d , XMNERBEHFERIRI N RIRN SRS | (BEH—ZRYHEE | tean "t
LA IISRATNIEAIEELBIRINISRIK” XA , FAZE TEHMELURZET. X TXNE
B, HEEREAFREERNET , BIISAEIME oM "FATI" |, KIRAMEHHE

XZEARR,

?'

[

RS Cookie By SRAYIHIER

BEHMEREAIN Cookie HHRY , SMLAEEERILR , FIARTLITHAAAETIR ,
Application 71 , #ZI Storage -> Cookie , {BXINVAISFZEIBRR, XIF FXREREIXA
R, ER "HROEE T, WIERSENR (R —XERIIAEE , BTEAER—IRETRY
Cookie 7,

SR IREIMBRNREEREFRISI  BRALMMEIX—R8. BFAETENTRRE
TR RIX AMRuER s | TilREEERIS0  MBRAIRUERAuERAT Cookie T, X
RRARIBER.

RREHRIER

ERIERINE D EED | FiRE , HSLRFENSIERRIMNAARS | TLS JLUAAIX
HMNMER. AT TLS NaHTHIE | B IE.
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F—H , ERETFINSHRMNEONEE , TBEERERIEBFIMMEE. TXSRAENT=
AR, B—NRH , /RAEMAILUESE TLS IEREHER -

e C | & [github.com

B Managed Bo ials - links - Vict.. 3 eBay
github.com x

@ Connection is secure b L‘

& Cookies 15 inuse [&

& Site settings B

Learn Git and GitHub without any code! #

Using the Hello World guide, you'll create a repository,
start a branch, write comments, and open a pull

request.

Read the guide Start a project

FrERsEET | P45 FF Connection is secure 3%5H |, i Certificate is valid 3%
0, MeEEES LR T,

B, (ERFFAEZETER Security 3288 | MALIEREDIFARN TLS 52 | BIEMNR
K, BHRHEE. IEPEVEIES.

https://time.geekbang.org/column/article/477510 10/26



2022/1/15 01 | MR T H: W& A% )=2

[w ﬂ Elements  Console  Sources MNetwork  Performance Memaory Application Lighthouse | Security x

@ Overview Qrigin
| https://github.com
Main origin View requests in Network Panel

Reload to view details

Secure origing
9 Connection

B https://apl.github.com Protocol  TLS 1.3

W https://github.com Key exchange group X25518

Cipher AES_128_GCM

Certificate

Subject github.com
SAN github.com
www.github.com
Valid fram  Thu, 25 Mar 2021 00:00:00 GMT
Valid until  Wed, 30 Mar 2022 23:59:59 GMT
Issuer DigiCert High Assurance TLS Hybrid ECC SHA256 2020 CA1

Open full certificate details

Certificate Transparency

SCT Google "Argon2022' log (Embedded in certificate, Verified)
SCT DigiCert Yeti2022 Log (Embedded in certificate, Verified)

Show full details

This request complies with Chrome's Certificate Transparency policy.

The security details above are from the first inspected response.

SFTH , XTF TLS IBF. PR, BNERSZFHEMHE , 22FEMA tcpdump 1
Wireshark 3Ef#, 7= Wireshark &b , aJLAEIILEMESE TLS 407,

tean , FAITLIEEESR TLS BFMRE , XU5thEdEP= BRI Cipher suite , M
EARETRER , BIIREBZNEFRRARATERE.
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A | Apply a display filter ... <38/>

Mo. | Time | SrcPort | DstPort | TCP Seglen| Info
: 19 0.000033 651019 443 P 61019 - 443 [ACK] Seg=1 Ack=1 Win=:
i 20 0.000327 61019 443 517 [Client Hello |
22 9.000034 61020 443 @ 61020 - 443 [ACK] Segq=1 Ack=1 Win=:
23 9.000357 61020 443 517 Client Hello
: 24 9.000961 443 61009 @ 443 -+ 61009 [ACK] Seg=1 Ack=33 Win

b Transmission Control Protocel, Src Port: 61028, Dst Port: 443, Seq: 1, Ack: 1, Len:
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x@381)
Length: 512
¥ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (@x@3@3)
+ Random: 4f3294a7e@f5de@77bd320mn™ = "~ mamels o " EmTEcw T W
Session ID Length: 32
Session ID: 5fcd44d9775c6debbeb’  comm o oo seow owm = wes
Cipher Suites Length: 54
v Cipher Suites (27 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1381)
Cipher Suite: TLS_AES_256_GCM_SHA3B4 (@x1382)
Cipher Suite: TLS_CHACHAZ®_POLY1385_5HA256 (@x1383)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_ECDSA_ WITH_AES_128_GCM_SHA256 (@xcB®2b)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384 (@xc824)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (@xc@23)

Cipher Suite: TLS ECDHE ECDSA WITH AES 256 CBC SHA (@xc@@a)

251 =

CREETRANRETCE , TRERE. HIMEHESSRNETLE.

ERERNA N

WNERBAIENMD TCP IEFE , FHM1E telnet, nc X ANEMITE., kil telnet :

& SHIE
$ telnet www.baidu.com 443
Trying 180.101.49.12...
Connected to www.a.shifen.com.
Escape character 1is "*]'.

a b W N =
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1 $ nc -w 2 -zv www.baidu.com 443

2 Connection to www.baidu.com 443 port [tcp/https] succeeded!

BEIIERIAR

netstat S E—

==, bl

$ netstat -ant

NEHEAR

L7 . R&

Active Internet connections (servers and established)
Proto Recv-Q Send-Q

1

2

3

4 tcp
5 tcp
6 tcp
7 tcp
8 tcpb

ERSREERERESE

B , 1/J\E’JI>TXIZ§E’@?«%'=?E%‘L‘TI‘ZE’\J , {E{mfﬂzi%ﬂiéﬂﬂﬁ/l\ﬁiﬁﬁ AT RENHER
R&=—T , AT

iftop, X

10.6.2.15

10.0.2.15

TOTAL :

0]

© © © o

Local Address
127.0.0.53:53
0.0.0.0:22
0.0.0.0:80
10.0.2.15:22

1122

PNEARRFIAETH |
1’fﬁ%ﬁ sudo R , BEERHMIT sudo |ftop , RIEHAEE I EIEREREEER | B%
SIRHERNEREHE, IS EIXE

12.5Kb

35.5KB
23, 8KB
59.3KB

peak:

27 .9Kb
15.1Kb
39.1Kb

EEEMELFFNSRT

https://time.geekbang.org/column/article/477510

25.0Kb

=> 10.0.2.2

= 45,113.192.101

Foreign Address
0.0.0.0:%
0.0.0.0:%
0.0.0.0:%
10.0.2.2:56669

R

58.8Kb

SHHE

FIFEFEREIIRENZRIRY TCP, UDP HAJZER

SHNE

State
LISTEN
LISTEN
LISTEN
ESTABLISHE
LISTEN

? (R LAF

iftop §UF 7. X471,

5.69kb 6.57Kb 6.35Kb
1.88kb 4.83Kb 3.6ZKb
1.80Kb  475b 1190
4.48Kb (] BZ7b
288b 57b
548b 438 11@b

6.97Kb 7.26Kb 6.53Kb
6.89Kb 7.69Kb 4.54Kb
13.9kb 14.9Kb 11.1Kb

B2.5Kb
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HC , A netstat BRI LBRENEERTERSINR | BEILERBB EAITHER. il |, (RIAEE
—E=RHIMEREANIRE |, BRTH ping MEERATNE , {RERTLAR netstat -s SERENE
IMFERRFIHER. el , EFEY TCP EBRELFITEE | eEE B REIETEEZEA9K
. THEHKEE T —IX netstat -s ap S :

1 $ netstat -s

N

{R=J

g :

DR

DR

16 active connection openings
1 passive connection openings
8 failed connection attempts
1 connection resets received
1 connections established
6254 segments received

4035 segments sent out

1 segments retransmitted

0 bad segments received

3 resets sent

TcpExt:
1 ICMP packets dropped because socket was locked

INPAS
Be=

3 TCP sockets finished time wait in fast timer

8 delayed acks sent
4674 packet headers predicted

SHMCS

10 acknowledgments not containing data payload received

1008 predicted acknowledgments

TCPTimeouts: 1

TCPBacklogCoalesce: 140

1 connections reset due to early user close
TCPRcvCoalesce: 2187

TCPAutoCorking: 110

TCPSynRetrans: 1

TCPOrigDataSent: 1041

TCPDelivered: 1049

) | IXLEARZEFRSMEDR , FENEZRIER ? 11X

1 watch --diff netstat -s

XN SRICRETMHNEEH TS

 FERAIES :

ot
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Every 2.0s:. netstat -s

iy
Forwarding: 1
7@;@ total packets received
2 with 1invalid addresses
® forwarded
® incoming packets discarded
/078 incoming packets delivered
SO requests sent out
2@ outgoing packets dropped
12 dropped because of missing route

S, LEXNEisHE S R, (RBAILS—MESRMEAE , £FIX netstat -s a5
ZIEHAT sleep , ATETTEPMEEZERIEE , FBRLL sleep RIBTIA) , BRIAEAIZN
BE, XEMMART—R.

WNBR(FAEMEBRIN—S |, {ReJLUE netstat -s B9 HEENZE TSDB , SA/S5H Grafana
23[9 Dashboard B , XENMYBME , bEHEE , L EEHE "T&" 7.

B ss?

ss a2 Iproute2 BERAS , B2 netstat i "EUNE" . BIRETIT socket BIFE
HFEIHES. HITHXFGSHREELER  JUEEILERNAER |

& S5
1 $ ss -s
2 Total: 164
3 TCP: 5 (estab 1, closed 0, orphaned 0, timewait 0)
4
5 Transport Total IP IPv6
6 RAW 1
7 UDP 2
8 TCP 5 4 1
9 INET 8

10 FRAG 0
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15K, BARBESEUT “ss T netstat” |, EINEESL L netstat eapSHITHEE |, #IRDET

ss ¥l ip XFP <R | AoRBEITFEMINE. BANET , BIEREPESFHEUR

2,

MILE=

EX—E , RT7HUERRA ping XM EEREERNTELSN , (REMIZZERBBINEI B |,

Bl JEERHE B KAIHEERES |, Bfi]Hi2 traceroute 1 mtr,

EEMBIEEIAR

TEXA , RFAECH Mac 21— M&IERT traceroute RYERIEIL

& SHIE
1 $ traceroute www.baidu.com
2 traceroute to www.a.shifen.com (180.101.49.12), 64 hops max
3 1 10.0.2.2 0.133ms 0.131ms 0.087ms
4 2 192.168.1.1 3.048ms 1.466ms 1.574ms
5 3 100.65.0.1 8.975ms 3.067ms 6.472ms
6 4 61.152.53.149 5.644ms 3.691ms 4.624ms
7 5 61.152.24.226 5.357ms 4.393ms 4.244ms
8 6 202.97.29.122 10.171ms 10.403ms 8.755ms
9 7 58.213.94.118 10.707ms 11.880ms 11.441ms
10 8 58.213.94.90 9.644ms * *
11 9 58.213.96.110 12.758ms 12.095ms 11.842ms
12 10 *x k%
13 11 *x k%
14 12 *x k%
15 13 * ok %
16 14 *x k%
17 15 * ok %
18 16 *x k%
19 17 *x k%
20 18 *x  x  %x
21 19 *x k%
22 20 *x ok %

B, FF , IHANE 10 BFFEsisE 1P, REEST ? (REARBERIXMER
R ? 2L , {FREMEE—T@< , BEiEINL -1 28 (1 KR ICMP) |, #iaLUEEREIR
T
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SHIS

1 $ traceroute www.baidu.com -I

2 traceroute to www.a.shifen.com (180.101.49.12), 64 hops max
3 1 10.0.2.2 0.099ms 2.363ms 0.078ms

4 2 192.168.1.1 3.320ms 1.220ms 1.204ms

5 3 100.65.0.1 8.737ms 4.872ms 6.403ms

6 4 61.152.54.125 5.035ms 3.397ms 4.288ms

7 5 * 61.152.25.110 4.176ms *

8 6 202.97.101.30 7.447ms 6.399ms 5.936ms

9 7 58.213.95.110 10.488ms * 9.014ms

10 8 * 58.213.95.134 11.064ms *

11 9 58.213.96.74 10.997ms 10.042ms 10.592ms
12 10 *x k%

13 11 *x ok %

14 12 *x ok %

15 13 180.101.49.12 11.269ms 9.518ms 8.779ms

BENRE , B2 traceroute BIAZR UDP /E/RIUIIMNYAY , (EREZ M %?FT =
Xt UDP {EHEIRL, FriAF(188mk ICMP thiliiiiRlfE , MEiREmaRn 7. Hso
Windows /Y tracert , HLEEIAR ICMP |, iX—rIR Linux IEF2RITEAY, Pﬁﬂs‘.'ﬂ’ﬁ
R, ER "HBEER" W,

{BR , traceroute BE— M EEAIARE | BAEEIIXMESMELEZ IRAYIFEN.

F2 , mtr HIT , ERJLURE traceroute BIIBEE |, BRT traceroute BITHEE , IABESCIN
FERERS., THEEXNES—HNEERNESLL , RRAKREMEEPT RIAERE
Fi5iR. FA , BREEE "EERINRIFIHARIRRE" FOR(E , B A—IRMERY
traceroute ZUHMELIE S , BBRLETLAAR mtr , SEEREE NN EFNSHHEIINSER
7.

SHIES
1 $ mtr www.baidu.com -r -c 10
2 Start: 2022-01-07T04:05:02+0000

3 HOST: victorebpf Loss% Snt Last Avg Best Wrst StDev
4 1.|-- _gateway 0.0% 10 0.3 0.4 0.2 1.2 0.3
5 2.|-- 192.168.1.1 0.0% 10 1.6 1.8 1.4 3.2 0.5
6 3.|-- 100.65.0.1 0.0% 10 3.8 7.0 3.8 10.3 2.0
7 4.|-- 61.152.54.125 0.0% 10 4.0 4.3 3.6 5.1 0.5
8 5.|-- 61.152.25.110 30.0% 10 5.0 6.8 4.4 18.9 5.4
9 6.|-- 202.97.101.30 20.0% 10 7.8 6.6 5.4 7.8 0.8
10 7.|-- 58.213.95.110 80.0% 10 10.06 9.8 9.6 10.0 0.3
11 8.|-- 722 100.0 10 0.6 0.0 0.0 0.0 0.0
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12 9.|-- 58.213.96.74 0.0% 10 10.5 12.7 9.9 24.7 4.9
13 10.|-- 227 100.0 10 0.0 0.0 0.0 0.0 0.0
14 11.|-- 7?22 100.0 10 0.0 0.0 0.0 0.0 0.0
15 12.|-- ?22? 100.0 10 0.0 0.0 0.0 0.0 0.0
16 12 l—— 12@ 1@1 4G 19 n moz 1im a 2 a 1 Q 2 a 7 n =
BEIRH
ap< route AILIEERER , FIXMHRSHRE—R
SHIRHD
1 # route -n
2 Kernel IP routing table
3 Destination Gateway Genmask Flags Metric Ref Use Iface
4 0.0.0.0 10.0.2.2 0.0.0.0 UG 100 (0] 0 enp0Os3
5 10.0.2.0 0.0.0.0 255.255.255.0 u 0 (0] 0 enp0Os3
6 10.0.2.2 0.0.0.0 255.255.255.255 UH 100 (0] 0 enp0Os3
7 172.17.0.0 0.0.0.0 255.255.0.0 U 0 0 0 docker
EMETRENER netstat , HSTOEEHINEERE  RENLE -r 241
SHNE
1 $ netstat -r
2 Kernel IP routing table
3 Destination Gateway Genmask Flags MSS Window drtt Iface
4 default _gateway 0.0.0.0 UG 00 0 enpOs
5 10.0.2.0 0.0.0.0 255.255.255.0 u 0 0 @ enpOs
6 _gateway 0.0.0.0 255.255.255.255 UH 0 0 0 enpOs
7 172.17.0.0 0.0.0.0 255.255.0.0 U 0 0 0 docke

FRIEY |, netstat 4% ss H ip XM EBN T . FRLAFNEHTILIA ip tfSEE
P&, ECUXEF

SHAE
1 $ 1dp route
default via 10.0.2.2 dev enp0s3 proto dhcp src 10.0.2.15 metric 100
10.0.2.0/24 dev enp0s3 proto kernel scope link src 10.0.2.15
10.0.2.2 dev enp0s3 proto dhcp scope link src 10.0.2.15 metric 100
172.17.0.0/16 dev docker® proto kernel scope link src 172.17.0.1 linkdown

a M W N
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RS EHEE
X—EBNAREZRET , —MKRRETIRIMEEAERE. NRX—EEEHE | 5
SEERIEMSERI L , i 1P SBEE8EEFIR , Rea5 IRkERERRE

(NEE. &, BfEF) . il =1 RENSIEHIEEDEYIER | SMETSEMEN
EEO

{ReTRESEF R | AR MXFWEREEENLEE |, 38 EEMN TCP ARSRIAE(EH TR
MAYRFES ? #EEXTREZEREIR ?

, XWRAAFE, TCP UEHAIRMRBEFIIS. WAS. BEETHISRFIE
E’J LL_J_W‘TL%J TCP AJLIE—EREENMNEMIERR F , IARILEERISE , BF
FT TCP JULIRBRRENARE , FASM TCP HEEHERESRE XM AR |
TR A& L RE.

WNEBR(FREEEXHERINT , IJLAR ethtool XANTE., LLaMiX# :

SHHS
1 # ethtool -S enp0s3
2 NIC statistics:
3 rx_packets: 45897
4 tx_packets: 9457
5 rx_bytes: 59125524
6 tx_bytes: 834625
7 rx_broadcast: 0
8 tx_broadcast: 17
9 rx_multicast: 0
10 tx_multicast: 59
11 rx_errors: 0
12 tx_errors: 0
13 tx_dropped: 0
ERRE , EN-RIEEISEIRZFIEM ethtool ElEREL , AEFAIA ethtool F<SHAT

VEEXEERT. BT EERHM-FIRGHEME , Frlit+o "Eits"

MRTEEREINEENHETA F , E452BmNEERARENES | IiEREK
PHZSEIBAZS AL FENE,
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MG

XTI, BAIRR T MEoEEE |, 7 7 OSI &80 TCP/IP &REIRIX BIFIERR. 18
d IXFER B95I0 , HNEEENANERBE | Ao EEEE 7T EINRNRIERE |
XPIFANTFRMEHETF , BIREIESMENX.

e, HMNZE—FITSENERAETR. BREIFREMRE—T .

1. ZFELA HTTP 795, AJLAFEEEEFARE TR , LI IP iR5I. FERTOHT.
Cookie MIBRETEK.

2. 2IEREFFRAEL TLS A%, HIIAEFANERARETIR | U EBIERAED. thE
[EEFRY Cipher suite HER | BTE#SER. AEFITH tcpdump Fl
Wireshark EEEFMRY TLS BFADGE. XEEEENEH , BRERMES
HROFERA B,

3. fEEHE |, BAI1ZFET telnet, nc, netstat, ss E@< , BIEA] , FATTLLINLZE
@, WRTLEREERNAMSIHER | T EmrRF =R R a5 .

4. EFMEERLATRIERS , (1537 traceroute, mtr, ip T8 , FJLUGTIIMEKZIRR
W5,

5. EEGEMEEEMYIER | FAJTLUIEARASZ | TERENRENR RIS RS SR
XFRAOER. 258, tBalLE ethtool iIXNT EEEXFEMFE.

B, ATHEFEES , WBEFRE T —SKEESE | iHRE—BTA
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01 | MEEEAAN T H . WLt A2 )=?

NERFARETR
RTE/RIERE
tcpdump + Wireshark
~ NC
- iftop
M~ netstat

— S5

EHiE
~ traceroute
— route
M~ mitr

—( mgssE AR — etiool

Q e

INERAIX LA CHESMTEEFERRGE |, LN =RERE , ST NTIEXET
BEXRIEGFGERIIS , BERILRINERIEREREEINFEZTT.

BEE

RUSHRARZ7e T XTIRIIRE | RIEERCA | SIREJUERERR

1. traceroute BUAZA UDP RMEERNAY , BRX NN EETHARENE ? BAAE | i)

SWERIEFRES ?

2. BRH&EEIT telnet [FSmE

MR EREEIR
&, —RRAKFIRE,

e, IR T | X T AR ?

SX, H—EEssnidie. BRMRESKIANE D=L ESHIAR

pEmEEPYA , TaTEBRLSR , friEe 50 T

TatyiTEgAERE , fge 20 T
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TEPIBHRITITF

D %S5 2 iEEY

© MR EFHREFRE | REFAIAMSEREER. TECENMGEER , ERIIREBEIKEEREERERE.

t—&% FFEiE | NEHER TZIMRILEEE

TR 02| MBS HRARYIR : {R&FBtcpdumpFWiresharki3 ?

fRI%ES (8)

webmin‘

2022-01-12

1. traceroute {sSSFFUDPIRIUAT #J4REHETTLIRE N1 , @A TILEWImL , STTLES
HORY , BREFR |, EEHBEFEEIEA [EI—MNCMPEBRTESN ( ICMP Time Exceeded Messa
ge) , IFREIX MBS F—R XIS TTUEERRIEMINL | XEFHEI LS aIH
— , RURER T — AT 300008%im S KiER |, BBETTLREINROHESIN1 , Bitt
RS W RN SR EAFHESIRE—Nm AARRIARIICMPEIRER ( ICMP Port Unr...
B v

fEEEIS: 1. 289, TTLAYEE Rtraceroutez R T HRYZL , BT ESCI 7 &R BE BRI, {RiX
BRI TTTLAOR , BEHEERIEICMPERRTEE | IX MM IEET,

b, XEENGIFREIAUDPHA BRI T ER" , EHEXimHiKBX X MNDPHRNEEIS]
MCP port unreachablejEE. , (BEEBEAIFICMP echo requestimlIEEISIMCP port unreachablej
B . FrLi@idtraceroute -IFiA]LABRIENIER T, —BKIR , XinBAXTUDPIRA BN ,
AXFICMPIRBIARL , FrAFA TR AR N2 8 — .

2. 289, telnethUiEFSYNBAHE |, EXiHE—EIREISSYN+ACK , SEtelnetfYconnect()Foi &Rk
IhiR[E] , 1ERK 7 S,

< »

] s

- Alex_Shen

¥ 2022-01-13

—. R EFEFRBKEENE (TTL) EREMETDEER, S38UEeEE — M 8H
2% , HEEaMaRl. SEFSERZ0RT , ENEREEIRE , FRE—PICMP TTL
HIEELFRIIECNAREE. BRAHNE3 M SUEETTUERL , LUE31NE2 , tittsE
H, CEREERIUERRR, ERIPMRBIE— 1 EURE ENEREERE.
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1. LinuxflMac OSEZRFtERUDPEH TR , BinmSEIA33434 , 8RR . .
&F v

fEEEE: EE100% : )

XFFalE— , FEEANTE : WRudpinASARIBIE , B NIRRT AFFnREAItime-to-live exc
eedediRNEREFTH—k. BHTFIX/Mt exceedediBSGEH 7iXRNEudpim SR |, Lban
234440 , FiEbase number33434 , 26 , BFAFLEE6HEIER.

BT, BEETREASHEE HNIEEA AT S, REEREBtenettFEEMERY |, 18BN
R, MEAESNERRSE.
telnetB TN/ | FTBEFHID , XS , FATTABREERIEA |, ELAIGET / HTTP/1.1

Host: www.baidu.com

XHLE—IRIEURIHTTPIEK,
A LASEHIXIORISLIOSE

$ telnet www.baidu.com 80
Trying 180.101.49.11...
Connected to www.a.shifen.com.
Escape character is ']'.

GET / HTTP/1.1

Host: www.baidu.com

HTTP/1.1 200 OK

Accept-Ranges: bytes

Cache-Control: no-cache

Connection: keep-alive

Content-Length: 9508

Content-Type: text/html

Date: Thu, 13 Jan 2022 13:19:58 GMT

P3p: CP=" OTI DSP COR IVA OUR IND COM "
P3p: CP=" OTI DSP COR IVA OUR IND COM "

< »

] 1

webmin'W)

2022-01-13

EEBERZE : “J9t24udp portFEEEN ? 7

FRVEEAR Rtraceroute 2R , B ge1BZIBRIERSSET TLRI0BTAMIEIN | tracerou

teEFBI GRS NEBE=HIRNT—BE | traceroute&E R BRVIm ZBase Port + T
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LL , IXFEEANSRARINE |, traceroutemt ] LUBEIT RN & HAIBAIHEPOrt - BasePortif AT LATS
HMTTLEZ D, ..
B v

EERIS: RE~
2R, FEE traceroute AR RN RIAY |, ME—BRES M AETIL (FIARRFEUDPIRO ) AY
WS | AARTRIBREIRIER , BFIEY

< »

] 1

includestdio.h W’

B 2022-01-12

1.traceroute UDPIFUAT , {EF—MATF300000im S |, IRSZSBTEIRELIX N EEREAIRHE
SIRE—NMNRAATIANICMPEEIRER | BERinEE MR EINERERETTLERN |, if
EimOAREARAM RS 2R RNABREN. WKREBIIR KGRI RN |
BFAE , WEIROARRX , WERTXMimETRSSRNE , BTEE

&F v

fFERS: RERAE | KIRRB
"R HEEREIREIEA , BRI (I ) BARIR (IRIERW ) . tenet?ISRIBFAII |
REFENEERTHN , MEEUAS | BEREEEAMY (FHEEFHIRSRIEA ) .

< »

3 £iFE > M1

? TR
2022-01-14
telnetfIIEFSYNE A HZE |, (BXiH—EIREISSYN+ACK , SHtelnetfJconnect() FiEmIH
R[E] | JERY 7 HERE.

EXN—RERTAREE ?
BXYWET , EEPKEE ?
&Ft v

EBRIS: B , XNEEEEFIHTRSIHINE |, Xtbkoh

1. ZEFIHMEHERHSYN |, BERSIHMEHZKEISYN , — i EEFimAERSIHAYIRRT |
REXMNTE LANESE | EIMEERT | tEaseRE FinaE RS imVM/podFrfEdIhyperviso
r_EfQvirtual switchEIRTH T FH"” |, IXEABTET WHINEIREEHER |, hEE ;

2. EIRSIHIMES , KISYNEHEKT | (BIRSHKESYN+ACK , IRt EAMESTHEIEE (b
fMiptables ) . IwOMITESIEE. RARFREEERE. NANMNEISPOILBESERE. NAE
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Hnetwork syscall fSiIREIEEBIES ;
3. ERSIINES , RISYNGHKT , ESHETSYN+ACK , (BEFUHITEARHEISYN+AC
K, #EHFRR 1L,

FE1RRSIHBINTE |, tepdumpiE A4 TEiptablesfINIFRERZ & , FTLAGNERSYN/SYN+ACKE
£3k7 , tepdumpFigEEZISYN |, {HiptablesEEEMI=EANE , XMNERBERRTTIEAE ( BRI

ERRAIR—E) | XEHREANE T SYNEMILIREISSYN+ACK , AFAZHHUALAIRIRR
(MRiptablest=#SH ) . XM PHFBERTIHIZFFImATIE,

AJRERBEERTERER  STERIXE ) BXIEINE 25 E1F13 , BRTXEBESEEIRIE
A, KTPKEHIARE , TR LESBSHE6RMTUFIE T,

] i8]
. Middleware'.’
2022-01-13

=EXREIEMAER?

RERIE: ZEE2BHMINEERISTETL. —ISRIRRIETFE—ER . FTLAXER
A =E"ZH , MERETEHE=RE (80 ) 088

] s}
$ Dexter '’
il 2022-01-12
Att2udp portZEEEENN ? ;AR NI
RIS FRBAFRMBM T , Efgtraceroute udptED, (tEFEREVAED, ) T, AMHABKREIE
AudpiRNlE) , EERNIROR2BEAXIE ? X LAELREIFICMPE S B EiERRIpayload (X

BRI AudpEdER ) | IRBIEIXMICMPEIFA T I udpiRNE., INREKinSEE
@, BATERIICMPEIE |, MRBXAEIT , XHARER(EZERT.

H 3 KiFe > 8]

@ Christopher '’
2022-01-12

XIMRERIZHRFRE
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FERIS: BHsZHF @ )

5 £iTE > 8]
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