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2022/2/13 10| % : TCP Window Full<> 820 4 xk %, 2
SR, NSRMREBMAOENE , HSLoJReayd EHiRENMETIA—LeZEa) |, tbil : BESAREI
BOH T , BBATANKEEEES) TCP Window Full iIXfi2R0E ?

HL , XD EAPATRIELEE | GO TRER , HEXTRESES—
MHEPAR. B, T RESISIEE X Mo I, XEHRUGIBZEREOHEX
AYRIRR |, BEAENAARAE T .

2=l : TCP Window Full ES¥ it NiEE(KRIREENS ?

BEREEAB RS R , BAEPEXA— 1 EK MRS IEENEERE
BE. EEMEMNAIERMEERE MM T7iME. EEEMEXXHHE , &I
Wireshark B1RZ TCP Window Full iX##89iE7x , FAHXEERIRREEEGXR , T
EEREABRIDEISHT

fRiE Expert Information

BANSCE T E— TR, EAER ? SPAR%E Expert Information 7 .

Severity v | Summary Group Protocol Count

» Warning TCP window specified by the receiver is now completely full Sequence TCP 69
» Note This frame is a (suspected) spurious retransmission Sequence TCP 2
» Note This frame is a (suspected) retransmission Sequence TCP 2
» Chat Connection establish acknowledge (SYN+ACK): server port 22 Sequence TCP i
» Chat Connection establish request (SYN): server port 22 Sequence TCP 1

EISCREEFK] . B 69 1 Warning &5 , BfiJYiaft2E TCP Window specified
by the receiver is now completely Full, FEREFFH—LHEE 2RI , A IAIIXMSEM
— ARIE,

TCP Window : fE EFHRE , FNET TCP N=MED , SRIRAEED. #iEO.
FEEO. PAXERIZWMEOVE ? —AginZ] TCP Window , MIREBIFHIISER |
FEEEINED.

specified by the receiver : XERIFHE , XPMEOZEWTTH , EXHEEDIE 7 IXNE
OmtEERED,

is now completely Full : 0% T , XN EAERFR ? (RIACEE L HTREFINER
E |, HLE Bytes in flight 15 ? {EREHRAIXNEFIRINEORNXNDE , XMEO
BE WT .
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2022/2/13 10| % H: TCP Window Full£ S f e ng 2

Y, XNMERRERE  —OIERME | KET 69 XERHESTRITEDRIER.

BT REAIEE TCP Window Full BIFZMtAREF. LaiBA i+ 224 SR , £R
EBEEME TR

Al | Apply a display filter ... <38/>

No. Time SrcPort | DstPort TCP Seglen TTL Info
£19 W.WLLD71D LL J09/9 40 £ZZ = 30Y9/Y |LALN] DEU=ZL100 ALK=L040D4 WLII=L11Z0UUU LEI=U 1DVAL=L/0000 |1dELI=4,
211 0.000012 38979 22 2800 64 Channel Extended DatalUnreassembled Packet]
212 0.010953 22 38979 (‘] 46 22 - 38979 [ACK] Seq=2166 Ack=187654 Win=112000 Len=0 TSval=278020 TSecr=4.
213 0.000012 38979 22 2800 64 Unknown (206) [Unreassembled Packet]
214 0.000010 38979 22 2800 64 Unknown (201) [Unreassembled Packet]
215 0.011688 22 38979 0 46 22 - 38979 [ACK] Seq=2166 Ack=190454 Win=112000 Len=0 TSval=278031 TSecr=4:
216 0.000012 38979 22 2800 64 Unknown (210) [Unreassembled Packet]
217 0.011823 22 38979 0 46 22 - 38979 [ACK] Seq=2166 Ack=193254 Win=112000 Len=0 TSval=278043 TSecr=4.
218 0.000013 38979 22 2800 64 Channel Open Failure[Unreassembled Packet]
219 0.000011 38979 22 2800 64 Unknown (79) [Unreassembled Packet]
220 0.011813 22 38979 (7] 46 22 - 38979 [ACK] Seq=2166 Ack=196054 Win=112000 Len=0 TSval=278055 TSecr=4.
221 0.000010 38979 22 2800 64 Unknown (59) [Unreassembled Packet]
222 0.011674 22 38979 (7] 46 22 - 38979 [ACK] Seq=2166 Ack=198854 Win=112000 Len=0 TSval=278067 TSecr=4.
223 0.000012 38979 22 2800 64 Channel Request[Unreassembled Packet]
|224 o0.000010 38979 22 2800 64 [TCP Window Fulll|, Unknown (128)[Unreassembled Packet]

— 00 e Wireshark - Expert Information - 3.pcap

I Packet ~ | Summary Group Protocol Count

TCP window specified by the receiver is now completely full Sequence TCP
[TCP Window Full] , Unknown (128) [Unreassembled Packet] Sequence

, Unknown (183)[Unreassembled Packet] Sequence
228 [TCP Window Full] , Unknown (137) [Unreassembled Packet] Sequence TCP
> 230 [TCP Window Full] , Unknown (35)[Unreassembled Packet] Sequence TCP
| 232 [TCP Window Full] , Ignore[Unreassembled Packet] Sequence TCP

BATILABEZ , BT 224 i3, BHASCARSEMRBIRT TCP Window Full BIZE

—
El%w

%5 TCP Window Full

TCP Window Full XNMERIFEEREIBT , ik "EHREO® T .  ARETBILAS
XMEEE TCP IR EMNENFE. HL, BRE Wireshark 1@id \1‘)? thE’M;.m R
BixBiEE , TCP Window Full sifa@BHiESH. —fkix , Wireshark BB 21 S
ZERYSE | BPEABIESIEREXR M TCP IRABHNFE , BAawXMAESH. i)
RE—NEE
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2022/2/13 10 | % F1: TCP Window Full £ i {4 2 2
| 224 0.000010 38979 22 2800 64 [TCP Window Full]l , Unknown (128)[Unreassembled Packet]

v Transmission Control Protocol, Src Port: 38979, Dst Port: 22, Seq: 308054, Ack: 2166, Len: 2800
Source Port: 38979
Destination Port: 22
[Stream index: 0]
[TCP Segment Len: 2800]
Sequence number: 308054 (relative sequence number)
Sequence number (raw): 4061672408
[Next sequence number: 310854 (relative sequence number)]
Acknowledgment number: 2166 (relative ack number)
Acknowledgment number (raw): 3224447678
1000 .... = Header Length: 32 bytes (8)
» Flags: 0x01@ (ACK)
Window size value: 150
[Calculated window size: 19200]
[Window size scaling factor: 128]
Checksum: ©x454d [unverified]
[Checksum Status: Unverified]
Urgent pointer: ©
» Options: (12 bytes), No—-Operation (NOP), No-Operation (NOP), Timestamps
v [SEQ/ACK analysis]

iRTT: 0.029733000 seconds]
[Bytes in flight: 112000]

[Bytes sent since last PSH flag: 16800]
v [TCP Analysis Flags]
v [Expe

LHERE 224 SIRXA TCP 15 , BEEEAMMER BT ETHHES | ELWIESHRT [Bytes in
flight: 112000] , XtE2FFZHERY , MEER Window Full XERX,

RIERENS | fESEURE ( EWTEEF 4L, Bytes in flight ) STRIEOX/GIRTR |

Wireshark i</ TCP Window Full 7, AT, WNR{RE_ LB FH—T Window
size , 2RMER 19200 , MAE Bytes in flight 9 112000 , XX Z2Ht40R ?
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2022/2/13 10| % H: TCP Window Full£ S f e ng 2

» Flags: 0x010 (ACK)
Window size value: 150
[Calculated window size: 19200]

[Window size scaling factor: 128]
Checksum: 0x454d [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
» Options: (12 bytes), No-Operation (NOP),
v [SEQ/ACK analysis]
[iRTT: 0.029733000 seconds]
[Bytes in flight: 112000]

XE2R , FEAESTIHERETTREREE RER., XBERFEREE | IRREIRE
EIARIESZ A, BIKU52 B, BBAXE Window Full NEC , 2 B RRIEN | A2
AREIEO. EER A BRI, BRARERAIEKR B FNRIENERT | BBEAKE!
B FURWE I ?

RAOXRIBER SCP & , B4 A SIRE in , ERNmOE 38979 ; B BiEMRS
i, BAYREE 22, FHMNNERGER - AMEXHE , #EF B (BHERiR0N 22)
AR, MEMIZZEIXA TCP Window Full iR ZRIRSRIAN— , FEX MR EHE B
RIRITRIERIEN(E.

BN , AR RS ZERE  WENRE T —Kr2E
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2022/2/13 10| @11: TCP Window Full£ BN {4 2 2

A | MamBmExX | L B

AR E O
ZPX P a P e . ZpX
COC R | CORE T BREREN T o e
MEEF, JD'J?CP Window Full
Q =t

LFEF , TARA A B0 ER , A B iB8tEltn., 3 A RIEEEUEIR B fIRKENX
INMBZERT , Wireshark ¥ , XMERELO®H T | XEKE | A TEBENBCHA
EEPXIBHIERXERT. RBEH B EES ACK, AT n THRIEUES | A 7BAREA
EE&EZ n FUREHE (MMREPIXEEBSHIFRETERNS ) .

1EEAIEZE Wireshark B0 , #REEIX TCP Window Full 1A , WEiRO 22 &%
RAURSE., FATARIL , EME FEIXA 222 S3RX :
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2022/2/13 10 | % F: TCP Window Full£x

SN AR ?

W | Apply a display filter ... <3%/> | +
No. Time SrcPort DstPort TCP Seglen | Info I
£10 Y.9Uvuyuli5 509/Y 40UY L LLENL: CHCUIYPLEU pdCREL \ LEN=Z0090)
219 0.000011 38979 22 2800 Client: Encrypted packet (1en=2800) —
220 0.011813 22 38979 ® 22 - 38979 [ACK] Seq=2166 Ack=196054 Win=112000 Len=0 TSval=2780655
221 0.000010 38979 22 2800 Client: Encrypted packet (1len=2800)
|222 0.011674 22 38979 @ 22 - 38979 [ACK] Seq=2166 Ack=198854 Win=112000 Len=0 TSval= 278@67]

223 0.000012 38979 22 2800

Client: Encrypted packet (1len=2800)
224 0.000010 38979 22 2800 Client: [TCP Window Full]
225 0.011814 22 38979 @ 22 - 38979 [ACK] Seq=2166 Ack=201654 Win=112000 Len=@ TSval=278@79
226 0.000053 38979 22 2800 Client: [TCP Window Full]
227 0.011755 22 38979 @ 22 - 38979 [ACK] Seq=2166 Ack=204454 Win=112000 Len=0 TSval=278090
228 0.000039 38979 22 2800 Client: [TCP Window Full]
229 0.011534 22 38979 @ 22 - 38979 [ACK] Seq=2166 Ack=207254 Win=112000 Len=0 TSval=278102
230 0.000053 38979 22 2800 Client: [TCP Window Full]

, Encrypted packet (1en=2800)
, Encrypted packet (1en=2800)
, Encrypted packet (1en=2800)

, Encrypted packet (1en=2800)

v Transmission Control Protocol, Src Port: 22, Dst Port: 38979, Seq: 2166, Ack: 198854, Len: @

Source Port: 22
Destination Port: 38979
[Stream index: @]

[TCP Segment Len: 0]

Sequence number: 2166 (relative sequence number)

Sequence number (raw): 3224447678

[Next sequence number: 2166 (relative sequence number)]
Acknowledgment number: 198854 (relative ack number)

Acknowledgment number (raw): 4061563208
1000 .... = Header Length: 32 bytes (8)
» Flags: 0x01@ (ACK)
Window size value: 875
|[Calcu1ated window size: 112000]
[Window size scaling factor: 128
Checksum: @xebbb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

52 54 00 bb d6 6b 52 60 @1 a® c8 16 08 00 45 08
00 34 3a c7 40 00 2e 06 6d 50 65 34 83 1d @a 0Qa
b2 49 00 16 98 43 c@ 31 2a be f2 16 89 48 80 10
@3 6b eb bb 00 00 01 @1 08 0a 00 04 3e 33 ff ff
a6 11

ILEER , XMRAEEORHRE 112000 , IEFETRIE 224 S3RXAY Bytes in
ﬂight B9 112000 =45, FrlA , FIEFIENRERERH— TR

, BRI O 218 Lo FhEd Bk e o RRRE
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2022/2/13 10| % H: TCP Window Full£ S f e ng 2

A .| MBEIAMIEX222 | | 5
5 - [ewmwan |
P20 S te P X
Zl4E i = ¢ -1 1120007 —
e CE | LN (SaE
L | BwmsgiE | | |
A | 0FEY o
ARBIIRED, 1 e
B 3-2 Vi AN ——————————
HIAIR N MAEIBRIEX224 | HTERERK
el . . fgﬁgé%ﬁiu 5 [eesmwmn| [ @ex
HEBIE T T 1| 12000%% [ | BHWAUGE |
| AmmrsE | | e |
Y 112000%% P s
MEEE, Dlﬁép Window Full O 12=xi]

BANSRRRIXEA -

B &IXTH#IL 222 45 A, Hhma B BCRYERIED 112000 15, HTXE— 1R
FRAIRSZ , FTLARE TCP #Hify , thiRBTMEEUE.

ROGRIE A , N A RIEKER IFX,

A M 222 EIRXHER , B IIEAURIEORE 112000 =15 , HFAXEHTXBEEE
AU ARIEEE | A IBEARXMNMRIRED | hElE&Es&ix 112000 F73,

A 81X 112000 F=HRIEHEARELSR , B AR 224 , HFirEE A BeRRIKEOE
19200 =15 , MY, BFXREER A [ B (51254E , Frld B &5 A BOEAER 24
MRS, XEHR S RIRRERRE O, tRimiEi T , BIME A FUEINEN 9 0, RE B RIS
RSOgBHEE |, el LUFEEE.

224 IRSTIRIX B i , IEIFIE B A9EUIIE O 112000 =75, Wireshark 2°BIM 222 ik
NXHIEEE B pUEsIEOE |, M 224 IR3CPSBEITEFHE , BTFmEESE |, L
Wiresahrk $#£7= TCP Window Full, MIiX1MMEE2% Wiresahrk EBrR{E 224 R+
Y.

EHZ2I8E TCP Window Full

T EGEEWE , B Wireshark AJLARRISEHSR | BRREIERE 7 TCP BRI , Bl IEHEH
IBEEITE | IAMYEILAEETARY TCP ARNERERERE , R HEHIEREHEE.
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2022/2/13 10| % 0: TCP Window Full & 52 mif& s ng 2

BIXASZIAL | (REARRERERERL TV ? MIEFIaZAl , BAIBEFFEI— NI,

T ESIS

TNFHS | tHE Next Sequence Number , 4652 NextSeq, ©2f52a TCP E&
NERFHHINE , EREAXNMERFLAE. RER T FIISHERZEIRIFS
SntEXa] TCP BRIKE |, tBE2E NextSeq = Seq + Len,

XAYEIRRE |, KA TCP FEHREELAY , BRABESA Seq + Len BIX/MRXAVEIEELE
=, BABET—MRXAERS |, (RASEXINREE

NextSeq1

Seqf
d Seq?2

NextSeq2
Seq3

- . NextSeq3

...............

Q iEata

£ Wireshark B , FAiJTBAJLAKE NextSeq X MEREE , LLA0 FENXH :

v Transmission Control Protocol, Src Port: 22, Dst Port: 59159, Seq: 929, Ack: 2892, Len: 656
Source Port: 22

Destination Port: 59159

[Stream index: @]

[TCP Segment Len: 656]

|Sequence number: 929 | (relative sequence number)

Sequence number {(raw): 723537613

|[Next sequence number: 1585 | (relative sequence number)] NextSeq=929+656=1585
Acknowledgment number: 2892 {relative ack number)

Acknowledgment number (raw): 2949658359

8181 .... = Header Length: 20 bytes (5)

BBET NextSeq , FAIRBUAIF TIRUE TCP Window Full, tban , iIBEHHT 224 Sk

SZHIR TCP Window Full , BATATLUX AR , KIIEF—MBREUEREEE 112000
1.
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1mmpm%mm0

fNo.
* 219
220

i 221

Time

0.000011
0.011813
0.000010
0.011674
0.000012

SrcPort
38979

22
38979

38979

224 0.000010 38979

.011814
. 000053
.011755
. 000039
.011534
. 000053
0.012021

22
38979

38979

38979
22

DstPort TCP Seglen Info
Unknown (79) lUnreassembled Packet]

22 - 38979 [ACK] Seq=2166 Ack=196054 Win=112000 Len=0 T
Unknown (59) [Unreassembled Packet
22 -» 38979 [ACK] Seq=2166 Ack=198854 Win=112000 Len=0 T
Channel Request[Unreassembled Packet]
[TCP Window Full] , Unknown (128) [Unreassembled Packet]

22
38979
22
38979
22
22
38979
22

22

22
38979

2800
0
2800

2800
2800

@ 22 - 38979 [ACK] Seq=2166 Ack=201654 Win=112000 Len=0 T

2800

2800

2800

[TCP Window Full] , Unknown (183) [Unreassembled
@ 22 - 38979 [ACK] Seq=2166 Ack=204454 Win=112000 Len=0 T
[TCP Window Fulll , Unknown (137) [Unreassembled
0 22 - 38979 [ACK] Seq=2166 Ack=207254 Win=112000 Len=0 T
[TCP Window Fulll , Unknown (35) [Unreassembled Packet]

@ 22 - 38979 [ACK] Seq=2166 Ack=210054 Win=112000 Len=0 T

Packet]

Packet]

Bt IR EERIPEENL , FNEHKE 222 S, AXMRNE | RS (iRm0 22)

EREF

R, BAEE 224 SIKRNE | EFRAKIENEIEE T HMIE

| | tcp.stream eq 0

"BABAMRAIERR 198854 FTRIEUE" . F(IEEXNMEFICH X,

Unknown (79) LlUnreassembled Packet]

38979 [ACK] Seq=2166 Ack=196054 Win=112000

Unknown (59) [Unreassembled Packet]

38979 [ACK] Seq=2166 Ack=198854 Win=112000

Channel Request[Unreassembled Packet]

Window Fulll|, Unknown (128) [Unreassembled

No. Time SrcPort | DstPort TCP Seglen | Info
219 0.000011 38979 22 2800
220 0.011813 22 38979 0 22 -
221 0.000010 38979 22 2800
222 0.011674 22 38979 0 22 -
223  0.000012 38979 22 2800
224 0.000010 38979 22 2800 [TCP
225 0.011814 22 38979 0 22 >

0.000053
0.011755
0.000039
0.011534
0.000053
0.012021

38979 [ACK] Seq=2166 Ack=201654 Win=112000
Window Full] , Unknown (183) [Unreassembled
38979 [ACK] Seq=2166 Ack=204454 Win=112000
Window Full] , Unknown (137) [Unreassembled
38979 [ACK] Seq=2166 Ack=207254 Win=112000

Len=0 T

Len=0 T

Packet]
Len=0 T
Packet]

Packet]
Len=0 T

Window Fulll , Unknown (35) [Unreassembled Packet]

38979 [ACK] Seq=2166 Ack=210054 Win=112000

Len=0 T

v Transmission Control Protocol, Src Port: 38979, Dst Port: 22, Seq: 308054, Ack: 2166, Len: 2800
Source Port:

38979
Destination Port: 22

[Stream index: @]
[TCP Segment Len: 2800]
Sequence number: 308054

Acknowledgment number (raw): 3224447678
1000 .... = Header Length: 32 bytes (8)

(relative sequence number)
Sequence number (raw): 4061672408

|[Next sequence number: 310854|
Acknowledgment number: 2166

(relative sequence number)]
(relative ack number)

BATATLAE 224 SHRIZHY TCP i# BT , &2 Next sequence number: 310854 , X4
#H=F , MEEFinAAOXAEIENSIMUE. BINEXNMEFEA Y, 3, (REAJLUR
BUEIRAYABEE | 18 Seq #0 Len J0iEsk , thHiE 308054 + 2800 , 5EIIBEALE

310854,

https://time.geekbang.org/column/article/485689

10/25



2022/2/13 10 | @ H: TCP Window Full£ S mifE4maicng 2
B, BiM— N NEmmaymEsE ;Y - X = 310854 - 198854 = 112000 ! X IFEFIEHRA
EIREHEAIAN,

HRER , RELFS TUAF LIHEMSIEGE , XEEIRERY TCP NTHNER
ANT—R. (RAILUX ARSI SR EERYTT I

Bytes in flight = latest nextSeq - latest ack from receiver

AE | FEARETE |, BRAXMNTEDEANEHREOERE) , (B2 Wireshark 2463
1R, BT EEEERERGIME , NMZASENRELE ?

XEEARIR. EA, Wireshark EARDIGE THASGIRER. N, ERNENRE
W ENARTERIRE , BMRREENHRE 1 151 , Wireshark tBASIER TCP
Window Full 7, B2 , fER#IEHELEIEIENR 99.9% T , (REREXMEER
Bl , E—EREREG ?

ZrE , XML R EIRERRREEX. BARERETXNTTE , MALUCHE
MISEAIR Y. B , ANREFRR RN , ABAIRRIHEIXMEOIRF AR , 1
EBmHY.

FIXE | BATTLARIZFFaIHMRRIEE T - At A LTHRE | iIRBEE TCP Window Full
XAHRRIE ? Fel1E— T ERTRIIRSCIRIRIE.

£ 22:30:39.067477 , 1=W0mAYERIAS A 7105632 :

Ma. Time SrcPort | DstPort | TCP Seglen TTL  Acknowledgment nextSeq Calculated window | Bytes in flight
5812 22:3@:39.868477 22 7105632

5813 22:38:39.P68534 59159 22 29286 64 5153 7171332 34688 65708

PAFETE 22:30:39.209712 , ZHmAYERIAS /9 7169872 :

No. Time SrcPort | DstPort | TCP Seglen TTL | Acknowledgment  nextSeq Calculated window  Bytes in flight
5864 22:30:39 209712 22 59159 7169872
i 5865 22:30:39.2089753 59159 22 2920 64 7235572 34688 65708

XA MR EEEEFE 141ms £4 , UHEXxEmEmEiRmE, mEXNMER
BYEER |, SEUDREEIA T S/DEERIB ? 2 7169872-7105632=64240 , 2 64KB, X

https://time.geekbang.org/column/article/485689 11/25



2022/2/13 10| % : TCP Window Full<> 820 4 xk %, 2
M 99.9% & TCP Window Full 7 , (BREAEEN 1L+ 1FT |, Frld Wireshark 3
g5~ TCP Window Full !

(RATBERAEIBIE] : BEATARNEBXRIR 0.1% WEQ "B+ |, BB —RR ? FHNE
— NEITRYERKE ORISR EIERIERER |, HlLAEEIRERY 5864 HRIZMHLAM :

Na. Time SrcPort | DstPort TCP Seglen TTL | Acknowledgment ! nextSeq Calculated window  Bytes in flight
22:30:39.209712 @ 7169872
5865 22:30:39.209753 59159 22 2920 64 5153 7235572 34688 -
5866 22:30:39.209954 22 59159 55 7172792 5153 64256
5867 22:30:39.210008 22 59159 @ 55 7174252 5153 65728 2228

s (RSO 22 ) foERE O R 65728 , &k (JEEOA 59159 ) IIIEEEIER
65700 , MERERE 28 F15, WFAXHER , REVENTIXKXKX 28 THHEEE—
MNEX T |, FENEONT=RHZ—a=REBEsE AR,

MRFERFIT EHRAS | JRESNIXEERREIRER , @ItXAE ETRF
5%, BRFEIX—H , BEREL,

TCP Window Full 3HEGa9S20H

FT  MAERAIIBEXT TCP Window Full 7 7258904 , MBEMERT X5 S
AHSIE O NFREIRIZEEEDMEIMAIKR. HIIORERESZEHELS | HRIEERIL
i , TCP Window Full tBifisc& 2SR,

EFTNNY , RATEEXS SRR CAPINR ERSERZIE | REMBRHI 7 HEE | XiEST
TCP Window Full, EZREWM EARTERT , RIFEEINE. NRSELNRIVIKEL.
EEER , BIANBES TRIENRBEKX , FWHEHES | EHEST Bytes in
flight BXTY. XAk , TCP REEFINSEFERIEFHXE MU E R DB AL |
RAENSEHERELEN.

ERIEFXREIZES. FIEER  XRNCEMEREES DR ? £ LTRE , NMATE
Wireshark BEE TCP {EHIERRRIRMTTE. LA, FAIMER 1/0 Graph K&E—T
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2022/2/13

10 | % F1: TCP Window Full

W B e g 2

[ JON ) Wireshark - 1/0 Graphs - client.pcap
Wireshark 1/O Graphs: client.pcap
300000 -
(¢}
@
& 200000 |-
@
o
s
@
] l I I
O L L - l Il Il 1 1
0 25 5 75 10 125 15
Time (s)
Hover over the graph for details.
Enabled Graph Name Display Filter Color | Style Y Axis 'Y Field SMA Period
B All Packets [ ] Line Packets None
J TCP Errors tep.analysis f.. [l Bar Packets None
| Al Bytes . Bar Bytes frame.time_d... 10 interval SMA |
) Filtered pack... ip.addreq10.. [l Line Packets None
- | | m ||_?° Mouse @ drags | zooms Interval  1sec B l ~ Time of day ~ Log scale Reset
Help Copy Copy from Save As...

#MFE - AISRMRAY /O Graph B RAIARXME , APHEEREIXEE -

1% All Bytes 847 ;

Y HIRIER{i%& )Y Bytes,

XNEARBERAYT , (BHEFHURE , BRERAZRER. XEFR , BEOARLL 1 #0408
PRt ERNERE, (B2 TCP {Eamtig , RelseEd/ I =EFEEREMN |, FTLL , WIRFKAITE
EFEMENE , TLLEEE—TRIE |, 1B Interval M 1sec A 100ms , EEL/EAKE
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2022/2/13 10 | % H: TCP Window Full£: S &4 2 %ng 2

1Tms

 5ms
—J, 10mms

Interval / 1 sec
10 sec
1 min
10 min

[ JON ) Wireshark - 1/0 Graphs - client.pcap

Wireshark 1/O Graphs: client.pcap

40000 +
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Hover over the graph for details.
Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period
[ All Packets . Line Packets None
- TCP Errors tcp.analysis.f... . Bar Packets None
All Bytes [ | Bar Bytes frame.time_d... | 20 interval SMA
- Filtered pack... ip.addr eq10... [l Line Packets None

E = Mouse @ drags = zooms Interval 100 ms ~ Time of day ~ Log scale Reset
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XEERFASH T RS, REKEX MM LEE] ~ Gitee , {RAILITET | IKRRXE

LR , BRTHFETFEESG—RE , XIHRERFRERRZRE R,

#NFE  WNERMRAS Wireshark ZZEZEIRY 1/0 Graph IREGXEHAR , BBEILATEL—T
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XEFNMNMYEER - BARIIERERERZ 100ms , ATLLY HH9E=FmHE
Bytes/100ms , &Rk Bytes/s BUIE , I8 Y #AVEFE5REL 10. \NELE , £—FFA
B 8 WL FixRBEUREERARE  N\B 8 WFFaEE L2 T 400KB/s ( 2B LAY
40K*10 ) £fa , —EHRIEREREUSFE 300~400KB/s iXMX[AIE,

HERIEEN

—iki , BIRED. BEEN. REE0 , XEHAR— KRR —MRKRRIERY , M
RIRSEFRISMEBREM , BEHEERR., BAXHHET—MREEERNER | XEEN
Z BB EAMERINE ? XL LR , TTIEWINERTY |, BINE I HEZFIM.

HAVREZER , RERERR  MRBRENEOIR KRR/ NTREE OB RKEE |
ABARNE O TR ; RIS , FEEORIEE/)N , APAEHA TR,

SEWE ORI R , REZFHIXER] TCP Window Full 9%, AT, Fdi]
RAZTICERET T , IREEMEMNAT | (VBB M SRHMET 7. X
B, HITHeTLABFZE— Wireshark B9/NT & : TCP Stream Graphs E@EAY Window

Scaling,

BN NEZRFTF Wireshark |9 Statistics THIEER , #Fl TCP Stream Graphs , fE_Z(5<E
&, %6#% Window Scaling :
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Window Scaling for 58.79.187.95[38979 » 47100.233.247:22 | % 4& /5 [0

lesson03-client.pcap
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600000 | TCP Window Full

400000 -
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0 25 5 75 10 125 15
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Hover over the graph for details. - 1013 pkts, 2762 kB + 709 pkts, 2885 bytes

Type | Window Scaling 5 Stream 0 | C Switch Direction

Mouse ‘¢ drags | ' zooms J| Rev Win [v| Bytes Out Reset

Help Close Save As...

B ERS(RERREEREER Y. XEXERRIPRER.

R REER LR E R ENE FimA SSH IRSFimAIXEUE | FTAZMIAIX
N EimOR 22 imAAREEENRR. NREBERT |, BBE#ZA T SSH RS iRE]
S ACK RN T , ARIFEDITHHUERIEE T,

B TCP Window Full : 7£iXE , Receive Window & “M#" Y , 8RTWEES
R®IFE— "FE" —/\EREYE) , ABAXAT® Bytes Out ( &IXAVEWE , tELELE Bytes
in flight ) BETEEMEXD “FEE" |, EIXERA ERIRHE , HE—IX TCP Window
Full,

BATRTUE—MIIF. BRIEEELF Bytes Out , 43K Receive Window, {RETLL
GHEIXEE , XL e K, KBRS EIE s | AREXE A Atk
i, WEsEE TCP Window Full 47,
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1195 2.011764 22 38979 a 46 560808 22 - 38979 [ACK] Seqg=2598
1196 @. 38979 22 2800 B 19260 560008 [TC |

| 1197 @.811857 22 38979 @ 46 5600080 22 - 38979 [ACK] Seq—2593
1198 0.8 38979 22 2800 64 19208 [TC | 411]
1199 9.812358 22 38979 a 46 560008 22 - 38979 [ACK] Seq 2598

‘ IIZBB f.p00814 38979 22 2808 6d 19200 560000 [TCP Window Full]l, Unknov

[ ] @ Window Scaling for 58.79.187.95:38579 > 47108.233.247:22

» Frame 1209: 2866 bytes

» Ethernet Ik Src: @@:az Window Scaling for 58.79.187.95:38979 > 47.109.233.247:22

» Internet ProYocol Versj A

v Transmission Control Pr lesson09-client.pcap

Source Port: §

Destination Po 580000 —

[Stream index: @ F

[TCP Segment Len: = 570000 |-

Sequence number: 188 e . ~
Sequence number (raw N\ i3 PR ol o
[Next sequence numbe 550000 ;—:J"

Acknowledgment numbe
Acknowledgment numbe
1000 .... = Header L
» Flags: @x@1@ (ACK)
Window size value: 1

540000 |

1
13.75 14 14.25 14.5 14.75

[Calculated window s
[Wwindow size scaling Time (s)
Checksum: @x454d [un oy o saiect packet 14.525 len 2800 seq 1881654 ack 2598 win 19200) = 1013 pkis, 2762 kB « 708 pkts, 2885 bytes

[Checksum Status: Un

Urgent pointer: B Type | Window Scaling ﬁ Stream 0 |2 Switch Direction
ppea 88 11 22 33 44 55
() 7  lesson09-client.pcap | Mouse © drags | zooms Rev Win [ Bytes Out Reset

FEF , ARSI T "FE" |, AREFR T — Receive Window 1 Bytes Out
BEHNR , BR 1200 SR , EEOWRBMEMETRME , RABHE—IX TCP
Window Full,

IIEEE AT

ELETRE , BIBESHT TCP E@pvz O AR  1EE = B0 / HiRME. BERZHeE1E
WE TCP Window Full f9EHiE , Bytes in flight IRIZWE RS , BATEXMAENE
, EEHE Bytes in flight 1B ? A 1EGIE—T.

AZ1E Wireshark EOE |, HANERNXAILNEENS! |, LAEHITHGELLRS

Acknowledgement Number : FIAS
Next Sequence Number : FNF5IS
Caculated Window Size : it&ER9EKEO

Bytes in flight : fH&=FT551
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hFE | MRS EARINBENFNIEREE  IUES SRRSAIN TTL BENXFIK

B, BAFAIEEPEE AIXIHD Bytes in flight , SFEEERI%O 38979 AURSITIE
HE , XEHASED— PN EEERSEETINT .

jltcp.smpert eq 38979 | [X] -]+
No. Time SrcPort | DstPort TCP Seglen TTL |Acknowledgment nextSeq Calculated window | Bytes in flight | Infe

223 17:47:15.945654 38979 22 2800 64 2166 308054 19200 1092 Channel Request[Unreassembled Packet]
224 17:47:15 1 G 3 1 1 | ' (12 F—

5 2 i 3 4 ; T Fulll , Unkn (1 In
47:15.980912 319254 [TCP Window Full] , Unknown (35) [Unreas
3 4 [TCP F ] e [U

T B 1

147:16.817317 327654 38979 - 22 [ACK] Seq=327654 Ack=2214 Wi
6 E 1 1 [T 1, Ur [
333254 (58) [Unreassembled Packet]
243 17:47:16.0839914 38979 22 2800 64 2214 336054 19200 114808 | Unknown (141) [Unreassembled Packet]
245 17:47:16.0851701 38979 22 2800 64 2214 338854 19200 114808 | Unknown (76) [Unreassembled Packet]
246 17:47:16.851712 38979 22 2800 64 2214 341654 19200 117608 | Unknown (110) [Unreassembled Packet]
247 17:47:16.851715 38979 22 2800 64 2214 344454 19200 120400 | Unknown (131) [Unreassembled Packet]

EIXE |, B{IEZR Bytes in flight 2 112000 F=HAAG. NALRMENMNERE | X
EECEIEAIH. iIBRTRZITENEY  BEXEEEFHES D

W |tcp.srcport eq 38979 (%]

No. Time SrcPort  DstPort | TCP Seglen| TTL | Acknowledgment | nextSeq Calculated window Bytes in flight | Info
855 17:47:18.913559 38979 22 2800 64 2454 1346854 19208 443800 | Unknown (49) [Unreassembled Packet]
857 17:47:18.923449 38979 22 2800 64 2454 1349654 19200 443808 | Unknown (134} [Unreassembled Packet]
859 17:47:18.936272 3gg7a 22 2800 64 2454 1352454 19200 443808 | Unknown (87) [Packet size limited du
861 17:47:18.948031 38979 22 2800 64 2454 1355254 19200 443808 | Unknown (54) [Unreassembled Packet]
863 17:47:18.959806 38979 22 2800 64 2454 1358054 19200 443800 | Unknown (131) [Unreassembled Packet]
865 17:47:18.972332 38979 22 2800 64 2454 1360854 192600 443808 | Unknown (183) [Unreassembled Packet]
B67 17:47:18.983487 38979 22 2800 64 2454 1363654 19200 443800 | Unknown (41) [Unreassembled Packet]
869 17:47:18.995261 38979 22 2800 64 2454 1366454 19280 443800 | Channel DatalUnreassembled Packet]
871 17:47:19.006925 38979 22 2800 64 2454 1369254 19200 443800 | Unknown (11) [Unreassembled Packet]
873 17:47:19.020093 38979 22 2800 64 2454 1372854 19200 443808 | Unknown (254) [Unreassembled Packet]
875 17:47:19.0831181 38979 22 2800 64 2454 1374854 19288 443800 | Debug [Unreassembled Packet]
877 17:47:19.042224 38979 22 2806 64 2454 1377654 19200 443800 | Diffie=Hellman Key Exchange Replyl[P.
879 17:47:19.054042 38979 22 2800 64 2454 1380454 192080 443800 | Unknown (232) [Unreassembled Packet]
881 17:47:19.065788 38979 22 2800 64 2454 1383254 19208 443808 | Unknown (161) [Unreassembled Packet]
883 17:47:19.077670 38979 22 2800 64 2454 1386054 19208 1443800 Unknown (209) [Unreassembled Packet]

hEAX EAY Calculated Window Size BERISAXT |, BT 445312 ==, BEEGYEE :

| M |tep.sreport eq 38979 (%]

No. Time SrcPort | DstPort | TCP Seglen TTL | Acknowledgment | nextSeq Calculated window Bytes in flight | Info
1701 38979 22 2800 G4 2790 2727254 19200 852600 | Unknown (125) [Unreassembled Packet]
1783 17:47:23.016015 38979 22 2808 64 2798 2730054 19200 852600 | Unknown (212) [Unreassembled Packet]
1704 17:47:23.016033 38979 22 2808 G4 27989 2732854 19200 855400 | Unknown (158) [Unreassembled Packet]
1706 17:47:23.028279 38979 22 2800 G4 2790 2735654 19200 855480 | Unknown (12) [Unreassembled Packet]
1708 17:47:23.039519 38979 22 2800 64 2798 2738454 19200 855400 | Unknown (7) [Unreassembled Packet]
1709 17:47:23.839533 38979 22 2808 64 2798 2741254 19208 858200 | Unknown (128) [Unreassembled Packet]
1711 17:47:23.051260 38979 22 2808 64 2798 2744054 19208 858200 | Channel Open Confirmation[Unreassemk
1713 17:47:23.063035 38979 22 2808 64 2798 2746854 19208 858200 | Unknown (15@) [Unreassembled Packet]
1714 17:47:23.063049 38979 22 2808 64 2798 2749654 19200 861080 | Unknown (135) [Unreassembled Packet]
1716 17:47:23.074926 38979 22 2800 64 2798 2752454 19200 8610080 | Unknown (222) [Unreassembled Packet]
1718 17:47:23.088187 38979 22 2808 64 2798 2755254 19200 861000 | Unknown (243) [Unreassembled Packet]
1719 17:47:23.088118 38979 22 2808 64 2798 2758054 19200 863800 | Debug [Unreassembled Packet]
1721 17:47:23.098583 38979 22 2800 64 2798 2760854 19200 863800 | Unimplemented [Unreassembled Packet]
1723 17:47:23.110207 38979 22 2800 64 2798 2763654 19200 863800 | Unknown (249) [Unreassembled Packet]

— 1724 17:47:23.110218 38979 22 2800 64 2798 2766454 19200 8666080 | Unknown (115) [Unreassembled Packet]

=EMEREZIAE 863800 F 1, ZEX=AMNEKE , IFPEEFRSZHE 400KB £4 , F
{IHEEERLA RTT 0.029 7 , 152892 400KB/0.029s=13790KB/s, T , X NEEITHE

https://time.geekbang.org/column/article/485689 19/25



202212113 10| % F1: TCP Window Full &k 4 s 2
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B | KRBT | BUOERAE ACK ERASIRSKER | 405 TCP Window HifE
REET. Eban ACK 300 =35 , BB TCP Window S ZSHisk 300 25 | e sty
LU 300 57,

A B
/ t1 | Window 10008

Bytes in flight 1000B '
A4

-\
E ACK | — | t3 Window Full
/ 300B :
: v

) Window 3008
t4 Bytes in flight 700B
Q =adE
RE LXMER

BiEA A "ReAYERIEORZ 1000" ;

A A B &ix7 1000 =75 , LAY B AUFRINE %

B M A AT 300 FHRVEEE , BBRIERENHRT XA 300 =75 ;

A IEEFTHEBM 1000 15320 700 =15, EARINIAG 300 =154 B #HIA T .

ElEy t1 2 t4 FRRATES. 12 B t4 iR X ERAIATE , EXAMERERN |, B1EHE
HIEUER 1000 =505 ? 2. EAHERIARNSRE 300 =75 , FrbMERIIHEREX 300
FH , WELHAZE 1000/RTT , M2 300/RTT ! HATETLUBZOARM— T E0H | 255
TEIXA :

velocity = acked data/RTT

https://time.geekbang.org/column/article/485689 20/25



2022/2/13 10| % 0: TCP Window Full & 52 mif& s ng 2
BATBRBUHERIATURITEORANERE. FelIoT LUGEER-E)R/EE —RAHR SRS
o, ELEOTFEA , Ffi1i5ER 1337 550 1357 SIRCUEHFIELES “I‘% NextSeq HY
8 , FENEREE  ARRIEERR.

[ | tep.srcport eq 38979

No. Time SrcPort | DstPort | TCP Seglen TTL | Acknowledgment  nextSeq Calculated window | Bytes in flight | Info
1337 17:47:21|299477 22 2808 64 2646 19200 649608 Unknown (161)
1339 17:47:21.311143 g§979 22 2800 64 2646 2122454 19200 649600 Unknown (201)
1340 17:47:21.311154 38949 22 2800 64 2646 2125254 19200 652400 Unknown (136)
1342 17:47:21.323057 3897922 2800 64 2646 2128054 19200 652400 Unknown (119)
1344 17:47:21.334749 38979 2 2800 64 2646 2130854 19200 652400 Unknown (71)[
1345 17:47:21.334759 38979 2800 64 2646 2133654 19200 655200 Unknown (145)
1347 17:47:21.34658@8 38979 22 §94ms 2800 64 2646 2136454§3360019233 655200 Unknown (184)
1349 17:47:21.358269 38979 2800 64 2646 2139254 19200 655200 Unknown (193)
1350 17:47:21.358281 38979 2800 64 2646 2142054 19200 658000 Unknown (210)
1352 17:47:21.370043 2808 64 2646 2144854 19200 658000 Unknown (142)
1354 17:47:21.382782 22 2800 64 2646 2147654 19200 658000 Unknown (147)
1355 17:47:21.382792 22 2800 64 2646 2150454 19200 660800 Unknown (155)
1357 17:47:214393569| 38979 22 2800 64 2646 19200 660808 Unknown (38)[

33600/0.094 = 357KB/s, AR 1R#ER I/0 Graph BT ? ERXHEFITE A 21
HY !

A AEETRERIMAI LR B0 / SRR REEE , mBEREDRRER ? miX
M75iERRIX B E AT 0E ?

REALHRIEA , TmeEyE—B 2 7 Elon , BERAAT . MmARnX =R
E#iﬁ X, HERL , XREIEAG , BT "HE" AR,

W | Apply a display filter ... <3/>
No. Time SrcPort | DstPort | TCP Seglen TTL | Acknowledgment nextSeq Calculated window | Bytes in flight | Info

1336 17:47:21.299463 22 38979 ] 46 1470054 2646 663808 22 - 38979 [ACK]
17:47:21.299477 @ 2646 2119654 192080 649608 Unknown (161) [U
17:47:21.311131 2 1472854 2646 669440 22 - 38979 [ACK]
17:47:21.311143 9 2646 2122454 192080 649600 Unknown (2@1)[u
17:47:21.311154 9 7 2646 2125254 192080 652480 Unknown (136) [U
17:47:21.323046 89 1475654 2646 675072 22 - 38979 [ACK]
17:47:21.323057 2646 2128054 192080 652488 Unknown (119) [U
17:47:21.334738 9 1478454 2646 680576 22 - 38979 [ACK]
17:47:21.334749 2646 2136954 19200 652428 Unknown (71) [Un
17:47:21.334759 9 2 2646 2133654 19200 655200 Unknown (145)[U
17:47:21.346570 2 1481254 2646 686208 22 - 38979 [ACK]
17:47:21.346580 9 2646 2136454 192080 655280 Unknown (184)[U
17:47:21.358257 1484054 264€ 6918480 22 - 38979 [ACK]
17:47:21.358269 2 2646 2139254 19200 6552080 Unknown (193) [U
17:47:21.358281 2646 2142054 19200 658008 Unknown (21@) [U
17:47:21.370032 9 1486854 2646 697472 22 - 38979 [ACK]
17:47:21.370043 2 2646 2144854 19200 658088 Unknown (142)[U
17:47:21.382 89 1489654 2646 703104 22 - 38979 [ACK]
17:47:21. 2 2646 7147654 19208 658000 Unknown (147)[U
17:47:21.382792 9 @ 2646 2150454 19200 660880 Unknown (155) [U
17:47:21.393557 1492454 2646 708736 22 -+ 38979 [ACK]
17:47:21.393569 2 2646 2153254 19200 66@8R8 Unknown (38) [Un

17:47:21.405354 2646 714240 22 - 38979 [ACK]
1359 17:47:21.485366 38979 22 2800 64 2646 21560854 19200 660800 Unknown (84) [Unr
1360 17:47:21.405377 38979 22 2800 64 2646 2158854 19200 663600 Unknown (210) [Un
1361 17:47:21.417167 22 38979 ) 46 1498054 2646 719872 22 - 38979 [ACK]
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=Jo

TCP BYTNFFIS ( Next Sequence Number ) ST FFISHIRIKEZH | B
NextSeq = Seq + Len,

HATTLIBCATIHEHEEFT551 , A2 Bytes in flight = latest nextSeq -
latest ack from receiver,

ATHEEEFTERIGER
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