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BER , BENABRE. FNERR TCP e , EE2THiRE. AEE , XM “h" T3&E "&
&= NiTA , BFEDR |, EanFR(12 080 DDoS BiE.

PBAXTIR | BATHARZIEAMEFT SR, BAREURE “IA" , MRBAIE
TR "IbA" SIEERRISEMME , Bid Wireshark IBEXMHINEIT AR . IANE
B, X, ISRNRERIXEER OB, EXRT.

NTP RSSIEZG

BREAB A TIEREHE | &IEES5EE) DDoS RERtERZ . B—IR , —
NEEFIAIL  fENRNERERSHRLEER | SIxF , JURETAXE. EF
TR T tepdump IME | TSR EBMEHEETA TS,

e - MERAXHEER HIEE , B Wireshark MBS | 5EXE—

MIMBIMESERE | HEEAIER. ZIRH , FfJE—T Expert Information :

Severity v | Summary Group Protocol Count

» Warning Connection reset (RST) Sequence TCP 1
» Note This frame is a (suspected) retransmission Sequence TCP 4
» | Chat Connection establish request (SYN): server port 443 Sequence TCP 10
» Chat Connection finish (FIN) Sequence TCP 2

A S—Reth 28T TCP , BEXEFHIgZ D TCP BXAER. BBE(IE FTEMKRIE ?

No. Time Source Destination SrcPort DstPort TTL  TCP Seglen Info
1 0.000000 c-75-69-167-78.. 30.189.233.153 5 NTP Version 2, private, Response, MON_GETLIST_1
2 0.000011 c-75-69-167-78.. 30.189.233.153 Bl NTP Version 2, private, Response, MON_GETLIST_1
3 0.000011 22.195.150.241 30.189.233.153 57 NTP Version 2, private, Response, MON_GETLIST_1
4 0.000011 234.213.237.115 30.189.233.153 43 NTP Version 2, private, Response, MON_GETLIST_1
5 0.000010 22.195.150.241 30.189.233.153 57 NTP Version 2, private, Response, MON_GETLIST_1
6 0.000011 210-71-233-86... 30.189.233.153 50 NTP Version 2, private, Response, MON_GETLIST_1
7 0.000010 43.117.219.15 30.189.233.153 53 NTP Version 2, private, Response, MON_GETLIST_1
8 0.000011 218.92.107.50 30.189.233.153 51 NTP Version 2, private, Response, MON_GETLIST_1
9 0.000010 c-75-69-167-78.. 30.189.233.153 51 NTP Version 2, private, Response, MON_GETLIST_1
10 0.000020 87.69.239.177 30.189.233.153 47 NTP Version 2, private, Response, MON_GETLIST_1
11 0.000011 255.111.107.14 30.189.233.153 44 NTP Version 2, private, Response, MON_GETLIST_1
12 0.000010 218.92.47.146 30.189.233.153 55 NTP Version 2, private, Response, MON_GETLIST_1
13 0.000011 c-75-69-167-78.. 30.189.233.153 51 NTP Version 2, private, Response, MON_GETLIST_1
14 0.000010 c-75-69-167-78.. 30.189.233.153 51 NTP Version 2, private, Response, MON_GETLIST_1

» Frame 51: 486 bytes on wire (3888 bits), 486 bytes captured (3888 bits)

» Ethernet II, Src: 0@:aa:bb:cc:dd:ee, Dst: 00:11:22:33:44:55

» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1940

v Internet Protocol Version 4, Src: 26.109.249.118 (26.109.249.118), Dst: 30.189.233.153 (30.189.233.153)

0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
Total Length: 468
Identification: 0x0000 (@)
v Flags: 0x4000, Don't fragment

Q... s2ien wuae .... = Reserved bit: Not set
«l.. vvis 2veve oa.. = Don't fragment: Set
505 wfiinadh s ... = More fragments: Not set

...0 0000 0000 0000 = Fragment offset: @
Time to live: 49
Protocol: UDP (17)
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EEFEREXF NTP Version 2, Private, Response, MON_GETLIST 1 A9IRX., EFIRAE
BXINBEtA NTP IRSS | IXEIRNEE ARG , XEWH ?

ffasC |, 1X@i2 DDoS IEHERY—FhZEE! | Y NTP RIHIAIE. NTP £FR2E Network
Time Protocol , ER{EREETM HEQ%H BEl, HABE—IuIheend Monlist , B
—br s RNIR S FREABAN , £IR[ES NTP IRESSBH{TIEEEHNRRE 600 4
EFimAY [P,

A EIZARE 6 N IP 7o Sl , 228 100 MEMNE, XEERNE , —/ &8 NTP
Monlist AR , FATEERTERAY 200 212, BE—T , MNRIBEKRE 1Gbps , BFXXREIH
FREATLUAZR 200Gbps LA L , SEFERA |

HANERER Wireshark , EFF UDP £%y , E—& X Monlist [IRARSCAIHTS -

[Checksum Status: Unverified]
[Stream index: 5]
» [Timestamps]
v Network Time Protocol (NTP Version 2, private)
» Flags: @xd7, Response bit: Response, Version number: NTP Version 2, Mode: reserved for private use
» Auth, sequence: 48
Implementation: XNTPD (3)
Request code: MON_GETLIST_1 (42)

@000 .... = Err: No error (0x00)
. 0000 0000 0110 = Number of data items: 6
0000 .... = Reserved: 0x00

. 0000 0100 1000 = Size of data item: 72
Monlist item: address: 19.8.55.73:63254
Monlist item: address: 138.0.119.54:40101
Monlist item: address: 158.188.65.178:34148 R
Monlist item: address: 203.109.91.86:5969 6T IP
Monlist item: address: 73.138.120.231:50328
Monlist item: address: 9.69.84.31:35254

vVVvyvVvyvyyvyYy

B/ Monlist item 58 72 =7 :
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0000

= Reserved: 9x00
. 0000 0100 1000 =|Size of data item: 72 |

B2 Monlist item: address:
avgint: @
lsint:
restr:
count:
remote

local address:
0x00000001

flags:
port: 5487
mode: 7

version:

2004

0x00000000

6122

address:

2

ipv6: 0x00000000
unused: 0x00000000
b Monlist item:

address:

118.178.58.190:5487

103.59

145.80: 51072

118.178.58.190 (118.178.58.
198.144.156.99 (198.144.156.

190)

99)

0030
0040
0050
0060
0070
0080
0090
00a0
00bo
00co
00do
00ed
0ofoe
0100

03
00
00
00
00

2a
00
01
00
00

00
00
5
00
00

06
00
6f
00
00

00
17
07
00
00

48
ea
02
00
00

00
76
00
00
00

00
b2
00
00
00

00
3a
00
00
00

00 00
be c6
00 00
00 00
00 00

00
90
00
00
00

07
9¢
00
00
00

d4
63
00

00

91
00
00
00
00
00
00
00

50
00
01
00
00
01
01
00

cb
00
=7/
00
00
bf
8a
00

920
00
3c
00
00
69
7d
00

9c
00
Q7
00
1c
Q7
Q7
00

63
1d
02
11
ba
02
02
21

00
67
00
00
79
00
00
2d

00
f9
00
00
2b
00
00
77

00
6e
00
00
a0
00
00
62

01 c7
56 cb6
00 00
00 00
dc cb
00 cb
00 00
e8 cb

80
90
00
00
90
90
00
90

00
07
9c
17
07
9c
9c
17
9c

02
63
9e
ds
63
63
ae
63

O ? Mode7 item (ntp.priv.mode?.item)l 72 bytes |

T — Monlist item 5 , EAITLUE

& 3 ARSI EIERIRKE

EBANFER Size of data item RYER 72 , XEMMNASRMAITTEE |
 B—TERERFTE, BR 721

ETRERF
B L EREBXIBA e PRIFERE IR

TISERD

XLETE |, X FRFETH Wireshark f#is
EEER.

—

L,

XEHE 72 bytes,

SN | I EFERYFRIEMNEER

i, IfE Wireshark BOERE UDP IRIIKEAZREN , IXZE Y Wireshark 2RiA
RBRR UDP KER/MS , (BEAITLIBSHRM. £ UDP FEEiIEF Length , AFHE
&5 , 1% Aplly as Column :
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[h Apply a display filter ... <

No. Time SrcPort DstPort TTL | TCP Seglen! Info
- 1 0.00¢ 153 51 NTP Version 2, private, Response, MON_GETLIST_1
2 onag] o pandiAll 153 51 NTP Version 2, private, Response, MON_GETLIST 1
3 0.00¢ Collapse Al 153 57 NTP Version 2, private, Response, MON_GETLIST_1
4 ’—153 43 NTP Version 2, private, Response, MON_GETLIST_1
5 153 L NTP Version 2, private, Response, MON_GETLIST_1
6 0.00¢ Apply as Filter » 153 50 NTP Version 2, private, Response, MON_GETLIST_1
7 0.00( Prepare as Filter » 153 53 NTP Version 2, private, Response, MON_GETLIST_1
8 0.00¢ Conversation Filter » 153 G NTP Version 2, private, Response, MON_GETLIST_1
9 0.08¢ Colorize with Filter » 153 51 NTP Version 2, private, Response, MON_GETLIST_1
10 0.00¢ Eollow » 153 47 NTP Version 2, private, Response, MON_GETLIST_1
11 0.00¢ 153 44 NTP Version 2, private, Response, MON_GETLIST_1
12 0.00¢ Copy > 153 55 NTP Version 2, private, Response, MON_GETLIST_1
13 0.00¢ 153 51 NTP Version 2, private, Response, MON_GETLIST_1
14 0.0 Show Packet Bytes... 153 51 NTP Version 2, private, Response, MON_GETLIST 1
Export Packet Bytes...
» Frame 1: 486 bytes  Wiki Protocol Page ptured (3888 bits)
» Ethernet II, Src: @ Filter Field Reference 3:44:55
> 802.1Q Virtual LAN, protocol Preferences >
» Internet Protocol V 1.ma.comcast.net (75.69.167.78), Dst: 30.189.233.153 (30.189.233.153)
v User Datagram Prote Decode As... 70
Source Port: 123
Destination Port
*
ecksum: 0xc4d3 [unverified]
[Checksum Status: Unverified]

[Stream index: @]
» [Timestamps]
» Network Time Protoco

1 (NTP Version 2, private)

Mt EEENEERE UDP IRMKE T |

iBesrs UbP

Length Z{Rg

EA

E’J%%’?

MIRNEAETRZE

Length,

MR ETLA

m:Appty a display filter ... <38/>

No. Time Source Destination SrcPort DstPort | TTL TCP Seglen|Length |Info

- b 0.000000 c-75-69-167-78.. 30.189.233.153 51 448 |INTP Version 2, private, Response, MON_GETLIST_1
2 0.000011 c-75-69-167-78.. 30.189.233.153 51 448 |INTP Version 2, private, Response, MON_GETLIST_1
3 0.000011 22.195.150.241  30.189.233.153 57 448 |INTP Version 2, private, Response, MON_GETLIST_1
4 0.000011 234.213.237.115 30.189.233.153 43 448 |INTP Version 2, private, Response, MON_GETLIST_1
5 0.000010 22.195.150.241  30.189.233.153 57 448 |INTP Version 2, private, Response, MON_GETLIST_1
6 0.000011 210-71-233-86... 30.189.233.153 50 448 NTP Version 2, private, Response, MON_GETLIST_1
7 0.000010 43.117.219.15 30.189.233.153 53 448 |NTP Version 2, private, Response, MON_GETLIST_1
8 0.000011 218.92.107.50 30.189.233.153 51 448 |INTP Version 2, private, Response, MON_GETLIST_1
9 0.000010 c-75-69-167-78.. 30.189.233.153 51 448 |INTP Version 2, private, Response, MON_GETLIST_1
10 0.000020 87.69.239.177 30.189.233.153 47 448 NTP Version 2, private, Response, MON_GETLIST_1
11 0.000011 255.111.107.14 30.189.233.153 44 88 [NTP Version 2, private, Response, MON_GETLIST_1
42 0.000010 218.92.47.146 30.189.233.153 55 448 [NTP Version 2, private, Response, MON_GETLIST_1
13 0.000011 c-75-69-167-78.. 30.189.233.153 51 448 NTP Version 2, private, Response, MON_GETLIST_1
14 0.000010 c-75-69-167-78.. 30.189.233.153 51 448 |INTP Version 2, private, Response, MON_GETLIST_1
15 0.000010 243.93.169.187  30.189.233.153 37 448 |INTP Version 2, private, Response, MON_GETLIST_1

MNELEE ,

—fig2 1500 =15
KT 448 =

%}é IP sk 20

TR ?

XL UDP i SZRIKEEBAA , RE 448 15, XEAM
F15%0 UDP 3k 8 =75 , &=%&1AH 1500-20-8=1472 =
, I ARRRBIX 1472 =7

Hst , XERiZ K UDP B9—MES: - UDP IRXMIEERIFAEKRTF 512 F15.

Al ? FefiJR0E MTU

MREEET IPv4 1. 7E IPv4 BONYESE © RFC791T BB, B2 IP IRAKES
EﬁxE'EZ/l\?—Tj“ ERAFILAZ 65535 , (BRBTMEARTIHERIX AKRINRSL | LA 1Pv4
ASBEY | IRICKEMZZEHEERINBEER , XeER 576 =1 , 1HNAY UDP £
farfE 512 FHLARN

SHEE
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The number 576 is selected to allow a reasonable sized data block to
be transmitted in addition to the required header information. For
example, this size allows a data block of 512 octets plus 64 header

1

2

3

4 o . . .
octets to fit in a datagram. The maximal internet header is 60

5

6

octets, and a typical internet header is 20 octets, allowing a

margin for headers of higher level protocols.

RENFRIEFEMS 7 iIXERD B ERIAE | i Ri=H UDP HiaifE 512 FHLIA | EbanixX
XHY NTP Monlist FIKEHUZE NTP tEEE , MAER#% UDP LAY, 35M& DNS f#
#r, SNREGREES 512 70 , WRESBHTIRA TCP &RIA , RAREHEZXMRRLL
HIRIRLRE.

BLARE T M, BAVRRESATFRITE . "XEEARE NTP HE , ;28 NTP 15K
e ?"

Hsr |, XIEERIEIRAY 1Gbps BERTKA 200 % Gbps RE, BHEE BRSNS
Bz OFZL5 - BFIA IP HHY "X IP 8" MARRE | 1aiE—4 IP IR, HiR IP /3
BIHIA=RY IP , {515 NTP IRSBRBEISHIRN BB AFHIEIL=. KERHNHSCH
e B TR ARIXE, MEXANIFEF , NTP REBERHABATIAALE, RINE T
=E

NTPARZS2% NTPAR S5 NTPARSS &%

ERIRX / /

M iz $ 32
Src IP: 1.2.3.4 ({ai& / Src IP: NTP IP

)
Dst IP: NTP IP / Dst IP: 1.2.3.4

G R
v 1.2.34

NRFAEIGXFRE | ZEADE ?

Q =il

RANXLEAFIRRY NTP fRS=R2HAIN , BAFEFRIRA , BRECHKA "HBX" .
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MRFAIRRAENEE |, IFMEE —WFERT |, RemXORRENGEFEHE.
RRERER | ML TEhE | E T XORBE,

BATBRE—HIF.

SSDP [543 Z]

{RATREITRY "R XA, XBRERRABKBIN—MEERANAEL | EiErER
EEZRETRFEMIRRIEN. FAMRER  XET LB "Wl ATLES ST
KEEREHTA. BI—ESERZET 1 e "’ | B4, REEE "Bl &
EEMARAE 1Mbps RIIXEIRE | SlA 175, 52 10 1 Gbps AYRE , AR/,

BR  BEZIXAZ "W AAESDSE. TR RENESEETHB/M—FEE - &
7F173.

fEtt400e ? SN "INREERIBESE" X170, 22, BIEMEN NTP RS
FLEIXEERY., FrLUXFh I , Z3CENY reflection attack with amplification,
amplication FIEMARNER, EXMEXT , IRFEERVN "W | elLiEE
K ERE.

THEBIMTEPINZERG, JMES T —KIE |, I TIME. FiIEF—TM
B3EHY Expert Information :

Severity v | Summar y Group Protocol Count

[

» Warning Bad checksum [should be 0x7eb1] Checksum ICMP 1
» Chat HTTP/1.1 200 OK\r\n Sequence SSDP 51257

#78  IMBRAISEER HEE 2 Gitee , Y Wireshark 3TFHMEIN4E , &5 E—

(REASMREHRE R ? XBEIRE TCP BFR , ERHE HTTP/1.1 200 OK , 1X
HTTP B8 "B I, BEIAXER 51257 4 HTTP 200 (HRHRY |, Fp&EBtE/E
JU+ TCP i&E#s , miXEE— SYN #1 FIN #5885,

AL AT EIREEXL HTTP 200 ER2EHFRY
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No. Time Source Destination SrcPort |DstPort | TTL | TCP Seglen| Info
92 0.000023 211-75-107-43... 27.125.249.77 21 HTTP/1.1 208 OK
93 0.000018 211.229.38.151 27.125.249.77 28 HTTP/1.1 280 OK
94 0.000020 211.229.188.111 27.125.249.77 28 HTTP/1.1 200 OK
95 0.000019 211.229.122.214 27.125.249.77 by AU = 28 HTTP/1.1 2080 OK

REIROS? 2

96 9.000018 211.211.1108.207 27.125.249.77 20 HTTP/1.1 20@ OK
97 0.000018 211-75-109-246.. 27.125.249.77 28 HTTP/1.1 208 0K
98 0.P00018 211.211.88.19@ 27.125.249.77 28 HTTP/1.1 2080 OK
99 9.000018 B83.229.218.234 27.125.249.77 46 HTTP/1.1 280 OK
10@ 9.000018 plb95-1_migr-8.. 27.125.249.77 46 HTTP/1.1 200 OK

p Frame 100: 378 bytes on wire (3824 bits), 378 bytes captured (3824 bits)

» Ethernet II, Src: @0:aa:bb:cc:dd:ee, Dst: BP:11:22:33:44:55

» B802.10 Virtual LAN, PRI: 8, DEI: @, ID: 1940

» Internet Protocol Version 4, Src: plb95-1_migr-82-229-99-183.fTbx.proxad.net (82.229.98.183), Dst: 27.125.24

> Ljser Datagram Protocol. Src Port: 1988, Dst Port: 64139

~ Simple Service Discovery Protocol

@828 5a b7 1b 7d 9 4d
#9328 54 58 2f 31 Ze 31
@048 65 72 76 65 72 3a
aes5e 3@ 20 55 58 6e 50
ABEe 56 65 72 @d @a 45
Be7e@ 69 6f 6e 3a 20 6B
@@E@ 31 36 38 2e 31 2e

gobe  2d 31 34 64 36 34
pece 61 63 68 65 2d 43
epde  2d 61 67 65 3d 31
@Be@ 3a 75 72 6e 3a 64
Bete 67 3a 73 65 72 76

Z- -} MsL --T:-HT
TP/1.1 2 88 OK--S

erver:

C ustom/1.

@ UPnP/1 .® Proc/
Ver- ‘EXT :-:Locat
ion: htt p://192.

168.1

.1: 5431/dyn

dev/uuid :7aallb9
6-bfde-1 1d3-832c
-14d64d8 babl@d:.  C
ache-Con trol:max
-age=1208 9600 5T
:urn:dsl forum-or
g:servic e:LANHos

1% , XE srcPort ] dstPort BRAEETHA ? AIMEBEI TS |, RRFKEIESE
T JBERERT UDP a9, FAi)_EMmAY srcPort #1 dstPort 51218 TCP FimOS |, #EiIE

=M.

(BESFEREEET | XEBRY HTTP TR T UDP {E/uf&mtiy ? HTTP —fg
-UJ‘-LME’J ﬁB\_‘_Eﬁﬁ UDP RZEILJ\

o ?

XFtEERN SSDP RIMAKIE. SSDP 27 UDP X/ ME@EMY £, B HTTP

[EZ=0E ?

Sy =57
KT

=F TCP
PN ER AT BEE A RIRITE

IMETUEXER. 2014 &, AiT&3L SSDP alLMEIEEFIRE. BT SSDP #HiYad
FER—LARHRS , £E(IRY UPnP ’JF’X#FEPE—/HFEIE , XNmERIEEN ARG |

XL EES MmO 1900 IRENIRIRS. BRA
HuhRAY 1P, MARKEAREEBCH IP 7.
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BURIGEEITRE | IRRIE NTP RENGEEANEEARS  XEHMAEET.
FERLETEMERES  TE 7R E.

e BBHNE  EEHIMEIRS/AF Cloudflare 38 SSDP 3%#7/9 Stupidly Simple
DDoS Protocol, {REJLATE 2 1XEFE| Cloudflare X SSDP WiEAYE S HERE.

INRREEOE CRIVBHERFE PR THNE , ILABU—T. 5

2 https://badupnp.benjojo.co.uk/IXMNER , ESIHRIHA IP ( RFEEEHEESAIHA
IP) BHTIRN , EERAA 1900 imOJLARKFIAE. WRRERE , MRSEER Al
good! It looks like you are not listening on UPnP on WAN"

TR T IXRBIERIRE
A< : capinfos,

BETRERBENIBRE—TXRMBAIER. XBEHNEZI 1

SRFHINRS TS

capinfos XM dp4 , & Wireshark BT EEFH—VNIE |, b 2IREE
Wireshark iEE Y. F—REGSITEACKEENENHIINK. BBEFER.

A==
G

£54

1B 1T capinfos X% , HHIIT :

=

SHIED

$ capinfos SSDP_attack_example.pcap

2 File name: SSDP_attack_example.pcap

3 File type: Wireshark/tcpdump/... - pcap

4 File encapsulation: Ethernet

5 File timestamp precision: microseconds (6)

6 Packet size limit: file hdr: 65535 bytes

7 Number of packets: 100 k

8 File size: 36 MB

9 Data size: 34 MB

10 Capture duration: 1.916902 seconds

11 First packet time: 2016-05-08 10:25:02.721642

12 Last packet time: 2016-05-08 10:25:04.638544

13 Data byte rate: 18 MBps

14 Data bit rate: 145 Mbps

15 Average packet size: 348.38 bytes

16 Average packet rate: 52 kpackets/s

17 SHA256: 8fa365f01c62023576623116410a6ca289915db4717e4805120009a57
18 RIPEMD160: 5ab83442a5178b5f34beel009a58ddb351bd292b
19 SHAl: 52a2c52644bc2753f9allb7bf71eb1144f2c9a30
20 Strict time order: True

21 Number of [interfaces in file: 1

22 Interface #0 1info:

23 Encapsulation = Ethernet (1 - ether)
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24 Capture length = 65535

25 Time precision = microseconds (6)
26 Time ticks per second = 1000000
27 Number of stat entries = 0

28 Number of packets = 100000

FENERIRZ , HNFTUERXKTTEX/LMER

SHAHE
1 Number of packets: 100 k
2 Capture duration: 1.916902 seconds
3 Average packet rate: 52 kpackets/s

AILEE , XORIME—HMET 10 BRI, #iARE 1.9#% , HyE=xRA
52kpackets/s , tUE2EF 5 75 2 T E. MEERR SSDP YIBAHRIL , FrLAZ DDoS

13333=P

0T, (RE TR NMEXXEREER, K. BORKNEFERREHE | #aLIA

A=

capinfos A& RIRIEIRIE.

B BRG] , O BPMEITTF DDoS BT BRMANAIRT |, BTSRRIk R Fi
TAIR—T DDoS,

Fst 42 DDoS K& ?

DDoS R DOS BEZFRYELXZ. DOS ( Denial of Service ) , MiEIRSBIEYE , B2=E T
BMFER , BERKNEETEERRERES. DOS XMIEREELFE S, M

DDoS ( Distributed DOS ) B2 BT , BEEAm 2 HIESHIERiRLERE |, £
SHEILRTEIERRS.

DDoS BT "W&E" , BAR "AR" . MERNIXAIZ  WEEBIIRS MR
N, BREEEER. SRENRESE. A DDoS BEHUMIRS | BB EmIATE SRR, BB
4, HFANERIR?

—RRAIHENERER CPU. RFXLE, EEFRR CPUIREFERIR , XBEFHRIK
T RIRREFRI RS EERIRHEREI. SIIRERS | TEERIRIEIN
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