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ERR , AR ZERR—K "EE" .
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£ TCP #1 HTTP Zi8) , 18I0 Y —E(EHioErZLE.
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2 RFC2616EBLME T ABOHE.
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RIRIEG , RIDERHIT TINE. RXEBEEFiRITEEY , F1E—T Expert

Information :

Severity v | Summary | Group | Protocol | Count

» Warning Connection reset (RST) Sequence TCP 2
» Note This frame is a (suspected) retransmission Sequence TCP 2
» Note HTTP body subdissector failed, trying heuristic subdissector Malformed HTTP 1

vwYyy

Hep , NFFEERKTE HTTP F55 , BHE LEFAIChat HTTP/1.1 200 OK\r\niX
5  XEEER HTTP ESRIRY. BHTFHE— T Wireshark #IzE/9 HTTP S=55A91R
3, @ HTTP 200 OK RUIR[EIHRI , FrLABEZR/IIXEERY Summary 1=R9EE.

N7 IXBEREBOIINE , FILAEIITE Expert Information EBEIEF , IRIEEMEGE
BB NAIBERIEEARE. tIXANREISGER |, E— HTTP #iR3ZHLE POST |, HB4
Summary =87~ , liZZ POST igKmA=Z HTTP/1.1 200 OK, B2 , IXAFNIHE
BT,

BEARAIXRZRFMREHEE HTTP 400 #R5E , FRLARM 1B M hixXes HTTP 555 .

Severity v | Summary

Group Protocol | Count

» Warning Connection reset (RST) Sequence TCP 2
» Note HTTP body subdissector failed, trying heuristic subdissector Malformed HTTP 1
>
v

1 HTTP/1.1 200 OK (text/html) Sequence HTTP

19 PUT /123456 HTTP/1.1 Continuation (image/jpg)[Packet size li...  Sequence HTTP

23 HTTP/1.1 400 Bad Request (application/json)HTTP/1.0 400 Bad... Sequence HTTP

23 HTTP/1.1 400 Bad Request (application/json)HTTP/1.0 400 Bad... Sequence HTTP

37 HTTP/1.1 200 OK (text/html) Sequence HTTP
» B ction establish ac " ot -
> (

a0, XEH 200 OK XHFRIIEFEMmAL , 125 400 Bad Request XFFRIRENTAL,

el I#H—MEXK , Follow TCP Stream RE—NFMABER. Lol , Fefilikh 23 S,
LR ERE B ERBAER TIX MR E. FAiETE , AERERFIERE Follow -> TCP

Stream :
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No. Time SrcPort DstPort TTL | TCP Seglen Info
19 Y.0Uuvu4uo oY SJUJl o4 U OV = 30WYl LALN] DJEUY=1l ALK=4435Y WLII=ZLZ44D00 LEN=Y |
‘ 11 0.013161 80 35091 64 129 HTTP/1.1 200 OK (text/html)
12 0.000020 35091 80 64 @ 35091 - 80 [ACK] Seq=4430@ Ack=130 Win=6912 Len=0
13 0.000412 35091 80 64 @ 35091 - 8@ [FIN, ACK] Seq=4430 Ack=130 Win=6912 |
14 0.000399 80 35091 64 0 80 - 35091 [FIN, ACK] Seq=130 Ack=4431 Win=24256
4l 0.000011 35091 80 64 @ 35091 - 80 [ACK] Seq=4431 Ack=131 Win=6912 Len=0
= 16 18.204337 16443 80 64 0 16443 - 8@ [SYN] Seq=0 Win=5840 Len=0 MSS=1460 S/
17 0.038824 80 16443 45 @ 80 - 16443 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=¢
18 0.000017 16443 80 64 0 16443 - 80 [ACK] Seq=1 Ack=1 Win=5888 Len=@ TSval
19 0.000401 16443 80 64 2896 PUT /123456 HTTP/1.1 Continuation (image/jpg) [Pac
20 0.040301 80 16443 45 @ 80 - 16443 [ACK] Seq=1 Ack=2897 Win=20480 Len=0 1
21 0.000023 16443 80 64 1448 Continuation[Packet size limited during capturel
22 0.000092 16443 80 64 913 Continuation[Packet size limited during capturel
I 0.001548 TTP/1.1 400 Bad Request (application/json)HTTP

[Status Code Descript
[ Response Phrase: Bad
» Content-Length: 59\r\n
Content-Type: applicatic
X-SessionId: 6bf61095-7¢
\r\n
[HTTP response 2/2]
[Prev request in frame:
[Prev response in frame:
[Request URI: /123456]
File Data: 59 bytes
» JavaScript Object Notation
v Hypertext Transfer Protocc
v HTTP/1.0 400 Bad reques:
v [Expert Info (Chat/Se
[HTTP/1.0@ 400 Bad j

0G0 00 aa bb cc dd ee 00 1
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[ ] ® Wireshark - Follow TCP Stream (tcp.stream eq 1) - example.pcap

PUT /123456 HTTP/1.1
Authorization: UCloud
ucloudabcdef.yu@testtest.com144731865200013974915: gABCDEFGQSLLsdy0jIlo21fap6o=

Content-Type: image/jpg

Content-MD5: 965dcb95492bb83eb7041295c9f12135
Content-Length: 4886

Host: test-spos-testtest-com.ufile.ucloud.cn
Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.3.5 (java 1.5)
Accept-Encoding: gzip,deflate

2016-06-23 st 1@0ms.

2016-06-23 12:04:37.304 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 9ms.

2016-06-23 12:54:37.987 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 19ms.

2016-06-23 1t 16ms.

2016-06-23 19:50:18.666 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 14ms.

2016-06-23 20:40:19.331 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 13ms.
2016-06-23 2HTTP/1.1|40@ Bad Request |
Content-Length: 59

Content-Type: application/json

X-SessionId: 6bf61095-79da-48d7-b4b7-023eaef3f360

{ "RetCode": -148649, "ErrMsg": "no content-length found" }HTTP/1.@ 400 Bad request
Cache-Control: no-cache

Connection: close

Content-Type: text/html

£ Wireshark B , HTTP 153k 2O &=F0K , 1 HTTP I 2EEFIR, B8 , EEEiEK
ZIEMBIRNT , MEEFNE—ITHE HTTP/1.1 400 Bad Request, Qi)ﬁ%ﬁﬂ‘]gﬂk
BERYE)RE,

REFHAFERBRARRIEN T : HTTP 400 EREHA ?

RE(T4LE HTTP 40072

BRIEXNMIR , ERDE | E2RiE RFC , EEEEEEIKEAN., HTTP /Y

RFC Bid¥F/LhR , 1999 & 6 BHY HE T HTTP BUXEBHD AT | MiEfE
. . % RFC T E#hFI4R{L. RFC2616 2iXtFEN 400 Bad

Request AY :

SHIRHS
1 400 Bad Request
2
3 The request could not be understood by the server due to malformed
4 syntax. The client SHOULD NOT repeat the request without

https://time.geekbang.org/column/article/489700 6/20



2022/3/4 16 | 2528 94T 4 [H S HTTP 4002

5 mad-i firatinne

BHE | XMEKREMEEERMA SRS RER. ERRATUNMUESHESRF
AUEK.

b, RFC2616 BirE X 7w uRE] 400 AYER |, Eban -

SHIED
A client MUST dinclude a Host header field in all HTTP/1l.1 request
messages . If the requested URI does not include an Internet host
name for the service being requested, then the Host header field MUST
be given with an empty value. An HTTP/1.1 proxy MUST ensure that any

field that identifies the service being requested by the proxy. All
Internet-based HTTP/1.1 servers MUST respond with a 400 (Bad Request)
status code to any HTTP/1.1 request message which lacks a Host header

1
2
3
4
5 request message it forwards does contain an appropriate Host header
6
7
8
9 field.

HttA B UMER , siA—F5 7,

ABLEPA | 400 Bad Request BHEN , MRS mEIFEFin | (RRERANERAS
M, BEZIERE | FRLITRA 400 R SIRIFX—A.

B2 , FANBATEEFHEEUREHIAAENRE, BAEXNEFER , REEW
BT ?

SHsEwO
B , MMEHETF  FE—RRR, BFE—R/MD. WEXPNNE , RIS
HTTP N HARRRE | BIAREEZARIR "Eh" REE,

BBEARITNBFEARE © "AFREE" . (RZEXPERNERT |, FAZEHRY
2 Wtbptr. FNRAFZLE—NEET— N REREAR TR | Bk
ZREAT .

IFT5 , OREFHRGAE |, tERIIRNER, HaLX MNEIEERY HTTP 200 OK, AP
4, BATFREENXEEAI— 200 OK 89 TCP i/t , SRXSEEDHT.
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REXE | (RATREEEBERAIE ~ 5 5 FHHIHE , BRIEXFRILE DRI E. SRR
HFEE—MELS EN FAESTERIIERE | Fel3tl 7 =P il AR S inil & S X
AN TEMNRFRIZRE— TCP iR , F(MBELCHE] T EAIXE |, e KES|

KT IRSELFFHIBIR.

XFEE
EFImiME AR5 im M E

Q #=aial

SRIIEGIIRS 5 HRGIMBFFART |, XRICERAZER—MTEXHERNFE N AERY

TCP it , BAILIRER M BERNNAESES. XWIMES , — I, — R,

SFEE
HTTP 200 HTTP 400

Q wEsaial

FIIERFE—NA—RHNERE | 8 HTTP 200 AYiRIFKE/E | Follow TCP Stream ,

PR ERER 7RI AR BRI ; ARG HTTP 400 AU , tEH

HH—E. ARFNEARNE QBRI FME.

%, FAIRIRILLFFRT -

PUT /123456 HTTP/1.1 POST /abcde/inbound/abcdef/report HTTP/1.1

Authorization: UCloud Content-Type: application/x-www~-form-urlencoded
ucloudabcdef. yu@testtest.coml44731865200013974915: gABCDEFGQSLLsdy0jIlo21fap6o= Cache-Centrol: no-cache
Pragma: no-cache
Content-Type: image/jpg User-Agent: Java/1.7.0_99
Content-MD5: 965dcbh95492bb83eb7041295¢9112135 Host: abcde.testtest.com
Content-Length: 4886 Accept: text/html, image/gif, image/jpeg, #; g=.2, #/%; q=.2
Host: test-spos—testtest-com.ufile.ucloud.cn Connection: keep-alive
Connection: Keep-Alive Content-Length: 4130
User-Agent: Apache-HttpClient/4.3.5 (java 1.5)
Accept-Encoding: gzip,deflate content abcahcdef
reportabcabcenvironmentabctest i nment abc ptransabcdddappnameabcabcabcde fm
2016-86-23 st 1@ms. typeal h P h dCon flg b dddabcdef-typeabc: b r-ipabc192.168.3.78abcdddsender-ipabcabcsend—
2016-06-23 12:04:37.304 INFO [pabcd-central-abcdef-reporter] timeabc1467356095557abcdddsend- tmeabcabcahcdef itemsabcabcabcdef-
com. abcde. pabcu cllent Pahcdconhgsl’abcdcnnfigReporterImpl - Send abcdef report with http post it yabcabc%21%5BCDATA: T_EXP_SECI lueabc
succeed, it cost 9m: abc%21%5BC temabcab 1%5BCDATA® lobal.abcddcba.porte eabcabcdddkeyabca
2915 86-23 12 54:37. 987 INFO [pabcd-central-abcdef-reporter] beval 1%5BCDAT. b alueabcabcdddabedef- Jtemabcabcabcdef
com. abcde. pabcd. client. Fahcdconhgsl’abcdcanfigReporter[mpl - Send abcdef report with http post itemabc abc%21%5BCDATAS! jndi.dataSourc y val
EEEEEE d, it cost 19ms. 21%5BCDATA%SBjava%s3A] tasourcs abcdddvalueabcabet -
2016-96-23 1t 16ms. itemabcabcabcdef-itemHTTP/1.1 200 OK

2 23 19:50:18.666 INFO [pabcd-central-abcdef-reporter] Server: Apache-Coyote/1.1

c e.pabcd. client.PabcdConfig$PabcdConfigReporterImpl - Send abcdef report with http post Content-Type: text/html

s cost ldms. Content-Length: 2

2 23 20:40:19.331 INFO [pabcd-central-abcdef-reporter] Date: Fri, @1 Jul 2016 06:54:54 GMT
c e.pabcd. client.PabcdConfig$PabcdConfigReparterImpl - Send abcdef report with http post

CCCCC cost 13ms. ok

C ntent-Length: 59
Content-Type: application/jso
X-SessionId: 6bf61095- 7§da-48d7 bab7-023eaef3f360

{ “RetCode": -148649, "ErrMsg": "no content-length found" }HTTP/1.8 488 Bad request
Cache- Control nn-cache

Connection: clos

Content— Typ te t/ht 1

IREEEILA "&E" U ? BAXEFRARRIES , ALUSKIIRSENFHFEEE A

|

@, FTAFAIRZEEFERER L | MARF.
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{ReTeEBR R TR HTTP 55 ARE : ms2 PUT , i POST,

XA , [EHERS mASIF PUT 5ASET HTTP 400 I ? XMREZHER.
A, MRENERS XS PUT SRR , APARMEFEEARER PUT IR ? FrlL ,
BfEIXANERRER PUT RRBRARRNE | BIhEREE— TN oA | Tk« ks
B RiR&IXR) PUT i5k&51# HTTP 400 ?

RIE , IREJgES &I , B PUT i&KEH Authorization 3LEB , 438 POST i&kEi&
BIXLED,

XA Authorization iEKREISLERE T 2IXAERY ¢

—FFB 2 PUT /123456 HTTP/1.1, AR T ;
EEZ Authorization: UCloud iXHE—NLER |, SAGHRYT ;

AR abc@def.com:blahblah X/, , HEEKE—MIEIEZEES , AEE
—ERIREIE IR,

{FRAR TEXE oIS B R ? XESLthE— M IRR T - HTTP Authorization sk
EBAFE.

Authorization =LZf

RIIEE 2 RFC2616E |, Xt Authorization LEE2/EAIER :

SHE
14.8 Authorization

A user agent that wishes to authenticate itself with a server--
usually, but not necessarily, after receiving a 401 response--does

request. The Authorization field value consists of credentials

containing the authentication information of the user agent for

1
2
3
4
5 so by including an Authorization request-header field with the
6
7
8 the realm of the resource being requested.

9

10 Authorization = "Authorization" ":" credentials
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BB, BRIREARAY HTTP SLERRIAE—HF | tBE key:value B, 1EAEILE

X

SHNEE

1 Authorization: <auth-scheme> <authorization-parameters>

78 - ANERBE TR TIXNSLERRIEZ T | KRS Mozilla Developer Network
KFIXANLEBNEZRY 2 14074,

XERY <auth-scheme> , tUIREAYE Basic #1 Digest, W52 Basic 228 |, PAER

B

SHICES

1 Authorization: Basic <credentials>

1IXEER credentials , BJLAR username@site.com:hashedPassword X,

mENEMBERRIRIRH A ?

SHAHE
1 Authorization: UCloud
2 ucloudabcdef.yu@testtest.coml44731865200013974915:gABCDEFGQSLLsdy0OjIlo21fap6o=

3 HXBR— (T

X Authorization: UCloud f[FEZ 7 —MEIT , XMEZEE—NEE T,

BFENR AR TTREE  BFREE , SEIRFR CRLF , X NEREEINTE., i
X, FNMBES I —T HTTP iRETLRIFIR T,

HTTP & 53R

BRIP. TCP 2&{1L , HTTP 11939330 ( headers ) #1&kf ( body & payload ) ,
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HTTP payload
TCP payload

IP payload
R HTTP header

TCP header

IP header

Q =il

BEPRD A T TRANERS | BBARR | IRWEFZENIE header #] payload HIDFRLZ . EAA

MESHEERTER | X2,

£ IP Y B , IP header 2FB—" Total Length FE& , 78S IP LERERBIEA™ IP
IREH<E, IREAX S IP SLERFOETEIR ? IP LERE— 1NFER2E Header Length , &
RTEEBKE, XHEEA Length BHZE |, B2 IP HEANT.

{£ TCP i B , TCP header BBy Data offset , T~ 7 TCP HiFTFHEHINE (R TCP
SLEREVIERINIE ) |, tEEENHERT LTS TCP LERRIKE., BBA TCP HEKEZREA
KRR ? FAIR—NMEBRAR AT 7 -

B S5
1 TCP payload Length = IP Total Length - IP Header Length - TCP Header Length

XEEEPRERIRER | AT — KRS ERIRE  frs% .
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; TCP payload
IP }
payload i '.
: i Data ' Total
i | TCPh - LR
; CF header . offset : Length
B 1 - g | FE
IP Header
- IP h >
header 2ader ¢ Length

Q rE=aial

mfE HTTP B , ThKE—MRIBEE— HTTP header ( XEIEHNERE—LE0I , M
REEAN HTTP 3LEB) , a2 Content-length EERTRM, BRIZIRE—X PUT &
POST i&3K , tLAN_ EE—ANSUYE | BRARN IR/ | BISHIRA) HTTP BRIt

( FoieR curl i&2 Chrome & ) 3XEXZE] , FigE /9 Content-Length SLERHYE |, AT
XA header FHEEZFIEAR HTTP iBKIRLF X,

PUT /123456 HTTP/1.1 POST /abcde/inbound/abcdef/report HTTP/1.1
Authorization: UCloud Content-Type: application/x-www-form-urlencoded
ucloudabcdef. yu@testtest.com144731865200013974915: gABCDEFGOSLLsdy0jIle21fap6o= Cache-Control: no-cache
Pragma: no-cache
Content-Type: image/jpg User-Agent: Java/1.7.0_99
Content-MD5: 965dcb95492bb83eb7041285c9112135 Host: abcde.testtest.com
Accept: text/html, image/gif, image/jpeg, *; g9=.2, */*; g=.2

Host: test-spos-testtest—com.ufile.ucloud.cn Connection: keep-alive
Connection: Keep-Alive Content=Length: 4130

BEPA HTTP #ix3ZAZ |, 1Ak 7K88 ( headers ) #1#der ( Payload Bi& body ) FEk% | BB
LIXTHERID FREATIRIE ?

HTTP #i%E , SLERHIEFERIS REEMIX CRLF,

SHIAS
1 A request message from a client to a server includes, within the
2 first line of that message, the method to be applied to the resource,
3 the identifier of the resource, and the protocol version in use.
4
5 Request = Request-Line ; Section 5.1
6 *(( general-header ; Section 4.5
7 | request-header ; Section 5.3
8 | entity-header ) CRLF) ; Section 7.1
9 CRLF
10 [ message-body ] ; Section 4.3
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BIEERE— header Zf5 , FEBM CRLF , XFtELEBFIH T2 BNDEILK. <
[EF2H{T ( message body ) BIFHAT .

AP, BUES|A HTTP 400 9 PUT i53K , B Authorization [SEMHEHIN T CRLF |, iX
MEWIASIZE headers RYEEER |, payload BYFFdR. {BLFRE |, EEIIRAIN EFIFET HTTP
SLERIR |, TERE— N LEB2 /G . X2 CRLF, FRLUXITTF Web JRSSimILHIE

T MRKIRAIRARAEN | RN IER.

PUT /123456 HTTP/1.1

Authorization: UCloud

ucloudabcdef.yu@testtest.com144731865200013974915: gABCDEFGQSLLsdy0jIlo21fap6o=
-«

- i = |
Content-Type: image/jpg BEE’J B—
Content-MD5: 965dcb95492bb83eb7041295¢9f12135
Content-Length: 4886
Host: test-spos-testtest—com.ufile.ucloud.cn
Connection: Keep-Alive
User-Agent: Apache-HttpClient/4.3.5 (java 1.5)
Accept-Encoding: gzip,deflate

2016-06-23 st 1@ms.

2016-06-23 12:04:37.304 INFO [pabcd-central-abcdef-reporter]

com. abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 9ms.

2016-06-23 12:54:37.987 INFO [pabcd-central-abcdef-reporter]

com. abcde. pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 19ms.

2016-06-23 1t 16ms.

2016-06-23 19:50:18.666 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 14ms.

2016-06-23 20:40:19.331 INFO [pabcd-central-abcdef-reporter]

com.abcde.pabcd. client.PabcdConfig$PabcdConfigReporterImpl — Send abcdef report with http post
succeed, it cost 13ms.

2016-06-23 2HTTP/1.1 400 Bad Request

Content-Length: 59

Content-Type: application/json

X-SessionId: 6bf61095-79da-48d7-b4b7-023eaef3f360

{ "RetCode": -148649, "ErrMsg": "no content-length found" }HTTP/1.@0 400 Bad request
Cache-Control: no-cache

Connection: close

Content-Type: text/html

EA SR

JFSRANLE , 3URAY 400 Bad Request RIRE , EEF&RIZA HTTP PUT iakANENHN
TIAME, ©iEL T HTTP/1.1 (RFC2616 ) BUHIRE , 7£ Authorization SLEREHE |, iR
WINTRIREZE (CRLF) . XFMEHRSIWAS , BENEUEEET payload , tB#S
MRS5S TOAEREIEBIXMEK . HEgA HTTP 400 R&IEXFMIRR T .

BRPAIEMIROIRAZN "MEHFERMR" | BBAXREFIRIRE | IRNEEREXRERE ?
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HREEERNEAEN "MME" .

INRBEGAEN LRIMEE |, REEHE. BH=s. PikiE, REIEHERT | BaX
BB AER. RTAEE  BAEE  EfFBNABETS.

NRBTMAIMNES , BB R T EDLIT LA

XI R FE RN AV TR
SHEEEFIN SIS T ERVER |
XIERAERFHIM B E D HIIERRE.

EXPEME | FAIRFETHRAERNYRERRE | $2) 7 NETALSMIRE., XMEE
BAFBERREIT AT ENER , BLICRFA. a4 SRE , EEIXM RS
i, WREEEBILREEAIAIR , NMHESHRR , AATICRXIBLRIRIRTT B2
PABEDRYRT , BRAREERENIE ?

S 7]

WAE , BAIERELAEERVNELS |, iU HTTP 400 Bad Request iXFAYIRAL,

L8 1 : ¥ HTTP REASHAYER

NRFANERASRESFBA HTTP & |, JERMATZMEXM "IBL" BK. EA
XK N — |, EEREES A TRYRIDERARIEF AR | FA1EEE
BEMIEIREEK , BIHAKEZ.

S8, WSR(REZE Python fUIE | ATRESMBEIA Scapy BEFTERLH, (BIXNMEERHHE
%TI@\O

HsL , BAIEAILIRSRESRGE , SUEEEA telnet 55, AT E 2 HE , IR
BB T WA —IB A telnet HI&IX HTTP 153k , —i8A tcpdump B9 -X &2, [
E AR S BB ERIS AR TS,

BLXE | FAMEAEMURTSE , REFHT FTENGS | s AR BiRERAE—D
REFRIEK
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SHIES
1 $ telnet www.baidu.com 860
2 Trying 180.101.49.12..
3 Connected to www.a.shifen.com.
4 Escape character is '2]'.
5 GET / HTTP/1.1
6 Authorization #XBEE—XEZ%E
7 #HXBEN—REZE
8 HTTP/1.1 400 Bad Request
9
10 Connection closed by foreign host.
R telnet Bfrubmafd 80 iR , fEIERF NEIA :
B S5
1 GET / HTTP/1.1
AEEZE , B :
SHIES

1 Authorization

IRXEAEMABZAE  EROEMR. XA, FXEZESX R Web iRS3IEIE |
ERXARE

XE— GET /9 HTTP/1.1 BRARYEK,
B— Authorization 356 , (BEX N LEHIREIE.
R EIEFFRTXRIERKRILLER,

AFERAEN , Biruh=3ZzIEET HTTP 400 Bad Request,
MOANERFAIEHIN Authorization BY , [FENLE “: Basic” , £WE) HTTP 500, XEH

JBRSImIAJS Authorization: Basic XMERAB ZIEFH , REGEHRD THIEAENE
( Credential ) , FRLARE T HTTP 500,
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At

16 | B 552 N 4RI EHTTP 4007

LA, BERNXRIHE

Authorization [FEEIEDE , fiF~eHFSE® L <auth-scheme> , FRLUETAS

M, RiZ[EE HTTP 400,

Authorization: Basic [FEERIE , ©AY Authorization L8 <auth-scheme> |

BiREw LAEMIERE | MixEIS HTTP 500,

S48 2 : ¥ HTTPS REASHIRIER

AU

HTTPS B9iE , WNERIEAEH telnet , £8% TLS IBF , X—XFUSAET. BPAIKEAD

RUEISEICAIR HTTP uhm , Fef(1A telnet RIXBASGERILEM., MEIRHIRZE

g ?

(=]

H3L , B 1eJLAF openssl %, #lfTopenssl s_client -connect ufifi4:443,
MAJ LARRN Y imub s~z TLS #23F, L& N EXFE

73

SHEE

[

$ openssl s_client -connect www.baidu.com:443
CONNECTED (00000006)

depth=2 C = BE, 0 = GlobalSign nv-sa, 0OU
verify return:1l

depth=1 C = BE, 0 = GlobalSign nv-sa, CN

verify return:1

Root CA, CN = GlobalSign Root CA

GlobalSign Organization Validation

depth=0 C = CN, ST = beijing, L = beijing, OU = service operation department,

verify return:1

O© 00 N O 0 b W N

10 ......

SIMEE—R | BIIXMNHEEAKIEX HTTP i5KIE ? AOASEXERF, HC,

openssl BR—PREXHGS | IR telnet —iF , @A HTTP i53K#F 1 !

SHICI

GET / HTTP/1.1

Authorization #XEBEE—RXEIE
#HIXBEN—REZE

HTTP/1.1 400 Bad Request

~N oo 00~ W N BB

closed
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XE—F , AT LASEIER telnet 80 —HERYNMAL,

HsC , MEHNEEXE , 2—f "AS" B HERXNAIREENA NG, NREE
HITER , FBAIWBERIESHE "FERFNER , Rk . ®HTTP XN "5
=" B mEA HTTP 400 FX T EENER,

MG

XTR , BB — M IRSSREEIS HTTP 400 RIZGI , ZI 7 IXFXS HTTP IRERS#HITHE
BRI7TiE.

(ERXFENEHR | REZE(RY HTTP WX ABELESEANNERE | REESY
HTTP EXHIEMR , DITHREE., Mg HTTP a5 % |, BiE3us RFC2616 , LUK
2014 & 6 BHYEHT RFC (7230, 7231, 7232, 7233, 7234, 7235 ) .

BAREE | FAOTTLUMEESXERIGR

AT LAEEIRAVIRSCER AR IORIIR SO —i2 | i TRILb St XS R ATIAE
ZERIZER , MERIBEMZIRR.

FAIBRILAEE telnet 71 openssl| , 7 3IHEMEI HTTP F1 HTTPS B9iEK | EMUEHR
Fim , WEREEEHIREIEEAHRE.

XYM BAFR S P IMEREIRISEFR T |, BEIAFEREZL | RAUREXHERE.

ERY , FATBEIE A HTTP #AIRNR |, 64 -

HTTP BISFhRARIEIIR R © HTTP/2 1 HTTP/3 RYENER HTTP/1.x 2—H#Y , 7
RYR HTTP/2 F0 HTTP/3 fEE4iiERT 5T , RA T EMNCHATSE.

Authorization SLEPRYEIRA : BRI Authorization: <auth-scheme>
<authorization-parameters> , IRV THEH—EB%S , BiaJBES | AR imiR HTTP
400 =& 500,

HTTP iSAIATRR © BiREIZE (#4> CRLF ) 938 HTTP SLERHIEFERIS PRS-
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HTTP JREFEEIETIRA : HTTP 400 Bad Request fEEY _FFRHIEIBSRAGS HTTP
BN , SMASHANEKRESTRE SRS IHmEIE HTTP 400,

Ba , BIIEIHEANNER , 37 RESSTUEN HTTP iEKkmEE. RRSWme
HTTP , A1 telnet ; FNERIRSHE HTTPS , A openssl,

BE

SBIREmERER

£ HTTP 3&REE , (1A Content-Length &R T HTTP &5 , 8:&iix HTTP body B
KE , PPEMELEERITEHXMKE , HTTP 2UTRm XM "s18" BKER ?

HTTP &kEUE0ANN URL 284> , tban GET /abc , B2ETF headers , *2EBTF
body , BEWFEIARET , 2IMIZAIE ?

{RATLATEBR S X RAVREFIESE | Fel(l—keasiit. BIMERESKRNRNEDFES
BEEHAR.

PELRBOA , TaTHBRER , 17618 50 78

TagymtszAErR |, (e 20

ERGBRFADE

D ®1  2iEEY

© IR EFHRIRAE | REVTFIAMEEEEE. NHCEINMSRER , MEEIMRERBIKEEREFESIE.

F—& 15| Nginxf9499IRSIBEEAESE ?

&% 17 | A AR AEESE—MEHHRE ?
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whr
2022-02-25

WwEINF , BMEE— I EHIRTR , BUE—8 A |, FIBpinglhss , 25 %pin
g—IRHFIFRFBIL0SLENEE , REREHMKRE. HPE—Ewindows2008R2 , F7-1
RS HII—RpingRBEE. TEHRES —SBIRS:E LEL#tpingXEFERIMN
25 (BEARERY , BANRERE. [EEDTT  NRARpingGT& , AIE10/18RSER
BEX—AEZER ? IRFISEEAR , AEREARE , BAEZR ? #Engein | X...
B v

FEEE: &F , MERESS , — OB EAR—EERNEE |, B 0 ) PAER , FfD
AFBEwindowst/BEHIMLRELTE , ATREAE. BElseAZIwindowstlsgsEE EBEIMTR ( Z32
MLKiIGEE ) RERATIE. FAIARIMATIZUTE , EERNMNECMPEZRIRES , E—RKEMER
HEE | EEXEEEHRT T,

(RAIRAKBATIBEIWindowsHIER R ZE S AEHRER ?

< >

2 £iFE > M1

@ BT
2022-02-25

1. HTTP chunk
2.[@Fheader

RERIE: B89, (RFTR  XXMRBE : )
< »

C:J 1

ERERIA
T 2022-02-28

1. don't know ,E|fi chunk FEREFREhttp2 head streamEBRIEELS: ?
2. J&Fheader

{EZRIE: 1. HhttplmizAYLEREEB Transfer-encoding: chunk , FifA<mContent-LengthskER8 T
(W TROETTRES E— YR inmE ) | XEHTTP/L1AEE,
2. IEff, MEREIXNER , RFIEEXTT : )

< »

3 s}

EBREFERIA
Y 2022-02-28

HTTP RIS FIRAHIRNASR © HTTP/2 0 HTTP/3 BUIESER HTTP/1.x 2—81Y . FEAIZE
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HTTP/2 #0 HTTP/3 1EAEHIERAHE , KT EINSTHATSZ. Authorization SLERRIANIR
/= BRSNS Authorization: |, SIRFRDTHE—ERS | HiATEES /&IRSSIRIR HTTP 400
B#& 500, HTTP fRAVANAR : FREIZE (4 CRLF ) 2538R HTTP SLaBrEfaaIo bR
. HTTP IR[EFBAYEIIRAS : HTTP 400 Bad Request FEiE X _FRTRIIEIERAFS HTT...
BF v

fEERS: B~

<

[ s}

Chao
2022-02-25

chunks iAfEcontent-length kAR S , BIE—MERARERIERN
EBES: X, i53kBBTansfer-Encoding: chunks
XA headerfiZRmFBRERAT | FREBIIERContent-LengthFRIA RS AIKE

<

= s}
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