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APl server 1

Client
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1 javax.net.ssl.SSLHandshakeException: Received fatal alert: handshake_failure
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HEBRARSS Ui e

Bt , BIABM—NEFHNIER curl , NXEZEFiRARXT API server 2 ( tBFiE1E
FHRMAIER ) B9 TLS 123 , AMEELZErTLARTIIAY, XA , APl server 2 E/DfEE L
FZETETLUIEETIEN., FIRE—TIE0HH

S5
1 curl -vk https://api.server.777.abcd.i0
2 % Rebuilt URL to: https://api.server.777.abcd.qio/
3 % Trying 10.100.20.200...
4 % Connected to api.server.777.abcd.io (10.100.20.200) port 443 (#0)
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5 % found 153 certificates in /etc/ssl/certs/ca-certificates.crt
6 *x found 617 certificates in /etc/ssl/certs
7 * ALPN, offering http/1.1
8 x SSL connection using TLS1.2 / ECDHE_RSA_AES_128_GCM_SHA256
9 x server certificate verification SKIPPED
10 * server certificate status verification SKIPPED
11 x common name: server (does not match 'api.server.777.abcd.io')
12 *x server certificate expiration date OK
13 % server certificate activation date OK
14 x certificate public key: RSA
15 x certificate version: #3
16 * subject: CN=server
17 x start date: Thu, 24 Sep 2020 21:42:00 GMT
18 * expire date: Tue, 23 Sep 2025 21:42:00 GMT
19 % dssuer: C=US,ST=San Francisco,L=CA,0=My Company Name,0U=0rg Unit 2,CN=kubern
20 * compression: NULL

#h7e - 5 8 T LABEIMEHINEIREM » SSL connection using TLS1.2 /
ECDHE_RSA_AES_128_GCM_SHA256,

BEPA curl 2AJLA TLS B2FRINRY , BBRARE Fimte A A S A RN ? Bl It T

7 EREEWR . e LTORERIITETEREE-ERY "SW + ME" AIRE , miXE

ARSI , FTUARERE—XIEK , RS MEmaILT .,

HARE— TS

| Source Destination SrcPort | DstPort |[TTL | TCP Seglen Info

9.000800 58.79.239.22
9.000127 58.251.45.210

No. Time

58.79.239.22 443 35666

@ 35666 — 443 [SYN] Seq=0 Win=64240 Len=0 M55=146@ SACK_PJ
© 443 - 35666 [SYN, ACK] Seq=@ Ack=1 Win=B19@ Len=0 MS5=1:

0.800012 58.79.239.22 58.251.45.210 35666 443 64 @ 35666 - 443 [ACK] Seq=1 Ack=1 Win=64256 Len=@
9.000757 58.79.239.22 58.251.45.210 35666 443 64 233

9.000195 58.251.45.210  58.79.239.22 443 35666 247 @ 443 - 35666 [ACK] Seg=1 Ack=234 Win=16776960 Len=0
9.000124 58.251.45.21@ 58.79.239.22 443 35666 53 7 |Alert (Level: Fatal, Description: Handshake Failure) |

|~ o W s ow i

9.000005 58.79.239.22 58.251.45.210 443 @ 35666 -+ 443 [ACK] Seq=234 Ack=8 Win=64256 Len=0

1a 9.000115 58.251.45.210 58.79.239.22 443 35666 247 @ 443 -+ 35666 [ACK] Seq=9 Ack=235 Win=16776960 Len=0

RER "ERNS¥EEE" | ZEFimtHEiA T — Client Hello IR , IRSiRFIEIS TLS
Alert #83 , ERTIXORIIE. IBAEHIAERE ? FlIE— XA Alert #23 :

https://time.geekbang.org/column/article/491674

7124



2022/3/4 19 | TLSHI M. TLSIRT At 42 ki?

Frame 6: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)
Ethernet II, Src: @@:11:22:33:44:55, Dst: @0:aa:bb:cc:dd:ee
Internet Protocol Version 4, Src: 58.251.45.218, Dst: 5B.79.239.22
Transmission Control Protocol, Src Port: 443, Dst Port: 35666, Seq: 1, Ack: 234, Len: 7
Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Handshake Failure)
Content Type: Alert (21)
Version: TLS 1.2 (@x@303)
Length: 2
¥| Alert Message
Level: Fatal (2}
Description: Handshake Failure (48}

4 Y ¥y ¥YY¥

XA TLS Alert IR B/~ , EAREE 40 , 18XAYR Handshake Failure IXMEIRSSE,
IX—% , BIBELXTEXNMNERRENEREN., IERMER - & RFC BSEE
X A MAREEENE LR, AARBrSE—LZEMIERERIRS.

RAOREFRRIE TLS1.2 ¥, FIIMKEERI » RFC5246, XA RFC B, 3
Alert Protocol &% , FAIIBBEREEARA :

SHIRHS
handshake_failure
Reception of a handshake_failure alert message indicates that the
sender was unable to negotiate an acceptable set of security

parameters given the options available. This 1is a fatal error.

A W N R

FEEXENIMTS | XBEIENERHE ¢ "ETESLUWEIR Client Hello $R324H9i%
IN , TLS RSBinTAEH— I LUERZNRESHE" . MXTMAMBNRESHE &
XEEMENFEINZELEM Cipher Suite, HATRIANR—TE.

#hFE - IXEERY suite IEERE sweet MIAR suit , BRI RBE., B, suite £E
IKIEERBRERE,
Cipher Suite

RIEIRZNY , £ TLS &, HIEREUREHARIINE S UEXIFRINE | MXITRERIAHE |
Z=ERTIRIFRINE, LRt , TLS EFMRFEE FTEN M ESSIAREZREN
Zett , BfiJALURZ TLS B "IUXIFE" .
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SEE— MR EIDE
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TLS A% , KT T TLS X,
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PRHIBEEEER | A LIS BT EHSTRER.

RSA BEHKIMNEREE , TEREFimEIERSmIIEPIENE | BRRSRE
AE , JHRE.

AES128_CBC EXNRINERE . NAERIZIEMERXNEERINFEZRY. XER CBC
BTFHRIINEERER , BH—FEXERINE,

SHA MiERENZEERIREX (IBREE) T , ERRMIEESXCAHRER.
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= ERTLAREL,
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EIIRENE | XNMEEENRE curl RPMEFIRRY , ARH RS Fis,

FrB eI EFis , MESEhRASIBZEERZE APl server BHMEBIEFiE , E2—1
Java [ , TIARE curl , X—R—EEDE.
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No. i Source Destination SrcPort | DstPort | TTL | TCP Seglen| Info

.000012 218.196.28. .124.27. 443 0 35666 - 443 [ACK] Seg=
. 000757 : =280 5 o 22 233 (Client Hello

3 0
4 0
5 0.000195 218.124.27.178  218.196.28.234 35666 247 0 443 - 35666 [ACK] Seq=
6 0.000124 218.124.27.178  218.196.28.234 35666 55 7 Alert (Level: Fatal, D

AAAAAF mam Aam~ mA A= mAm ama AT oamA

p» Transmission Control Protocol, Src Port: 35666, Dst Port: 443, Seq: 1, Ack: 1, Len: 233
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 228
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 224
Version: TLS 1.2 (0x0303)
» Random: 5fb481f025493a16713118fbh@1807c10b6ledcd2c2641d3e...
Session ID Length: @
Cipher Suites Length: 56
v Cipher Suites (28 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (@xc027)
Cipher Suite: TLS_RSA WITH_AES_128 CBC_SHA256 (@x003c)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc@25)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (@xc@29)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (0x0067)
Cipher Suite: TLS_DHE_DSS_WITH_AES_128 CBC_SHA256 (0x0040)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc@09)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)
Cipher Suite: TLS_RSA _WITH_AES_128 CBC_SHA (@0x002f)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (@xc0@4)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (@xc@oe)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x033)
Cipher Suite: TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)
Cipher Suite: TLS ECDHE RSA WITH 3DES EDE CBC SHA (@xc@12)

7 L XMFIRETER. BRI, HiREEHRET.

HETERPRIVEREMNIIR | R TREAEMEHIRSIRRIEBEARIFIRDE ? R |,
XMNEE |, RBimEZEEE T Alert HE , FSBRHEIGNELEMTIR, BB
AYHEE AN 4R IE ?

Hsp , af LR | BEERSIRE TLS IBFRINERTHNEREY |, MAREEET
ST ﬁﬁﬁ curl EE/INT , BAIEET curl BRRINEEENESG2H, , S
=a# Java EXZF , RaLAHIET .

HNESHXR Client Hello BEEIZBEMFIZFR , SJLUXEEM : 564 Cipher Suite , &
B, %k Copy , TERGEEFik All Visible Selected Tree Items :
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\ 4 Cibher Suites (2875 ite

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

TLS Expand Subtrees 256 (0xc023)
TLS Collapse Subtrees 6 (0xc027)
TLS  Expand All 03c)

TLS  Collapse All 56 (@xc@25)
TLS (0xc029)
TL¢ Apply as Column (0x0067)
TLY . (0x0040)
TLS Apply as Filter > ' (0xc009)
TLS Prepare as Filter > ox c013)

1L Conversation Filter > )

TLs Colorize with Filter > (0xc004)
TL¢ Follow > xcooe)

1 e e

All Visible Items

TLS ——— . :

TLS All Visible Selected Tree Items
il Show Packet Bytes... ———Description
TLf Export Packet Bytes... Field Mame

TL¢  Wiki Protocol Page Value

X, BATHEE T FTEX MU

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

Cipher Suit
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

es (28
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

SHIE
suites)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (0x0067)
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 (0x0040)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0Oxc00e)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0Ox000a)
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc003)
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA (0xc00d)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (0x0016)
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x0013)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0Oxc00c)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0Ox00ff)
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a0, EmEAEsEIRE ECDHE RSA AES 128 GCM SHA256 X1MEf4, FRLAZIXE |,
IIRTLABIAIERIR R T : E/9XA™ Java EEF APl server 2 28 , iRBKEIHEENZERLE
4, FrlA TLS BN,

RERET , T—EEFE Java E |, 15BN,

*M7E : APl server 1 BEFRZAX/MEXTIHAY Java |, FRLUSZAIRIRR,

IREISIX NS ? HSLIAYF |, B ? XZR AT —BEXHMUAS B ERAIER | 30
LRETENEZHR "BF . XERETEEARNERMY.

¥, BIBRE—NER—RHIEM.

6l 2 : BHRHRER AT ARETR ?

B—IR , — R REAAFINEEENRS 7 —NMalR - I AN T KB ARh
& IZGEEERRE—NRER HTTPS iR T | IRISEEE : certificate has expired,

XARERT , HANBEINERER T BNEHLIE , A28 "RNZE" . AREIIE
FTHRE XA HTTPS ¥ELHNIES , EREEXHIANN , XHMESXMEES/ITHES

%,

AR AR G HINAYERR |, BREAIBAANBBRIRAMER, HIITHE | XX
SLENEE | 2EZ i ]IS mIEBRISRMFE | X MHEELARIRAFITTHY,
EXARTEMRE , M AEFIREASING , — M HREESEIRRIE B 2.
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EFim AR S5 i

What?

@ wEadial

BEE "FABAK" | B "HE BOAET  FTERIIETNERE , FEEERER
ROERR E, EREI—NEEGIZ , BRI ARBEHAIE, BIAMGER | BXE8
EREFIR—&%Z s, F OpenSSL [@iX4 HTTPS i &ie TLS 123,

Client

Node.js
lib

OpenSSL

TLSIEF R, HTTP site

Client2

OpenSSL

Q #E=atal

ZRIAVEN TEERRRIIER - NBIM—EEFimiY OpenSSL KiEEIXA HTTPS iuh
=, RS certificate has expired,

XETHAMEXRIED : BESA OpenSSL aJLASTLX/NARR |, ABEA IRl bAoA —2 8916
&Y ! A7 OpenSSL [&F OS EH&< , EARFAIA THRU{TIE Node js L debug ,
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(BREAIXTUEIE OS _LHMHIERRBERA.

F2 , FlE OpenSSL S aIENLE strace , LUMETIBE: OpenSSL EHITIIRES |, 45
BIRTERRS certificate has expired ZgI1 , BIARETHA, FUTIXN @< -

SHIS

1 strace openssl s_client -tlsextdebug -showcerts -connect abc.ebay.com:443

HRIREOUT ¢

SHIRE
1 stat("/usr/lib/ssl/certs/alb2c3d4.1", {st_mode=S_IFREG|0644, st_size=2816, ..
2 openat(AT_FDCWD, "/usr/lib/ssl/certs/alb2c3d4.1", O_RDONLY) = 6

3 ...,

4 write(2, "verify return:1\n", l6verify return:1l

5 ) = 16

6 ...

7 write(2, "verify error:num=10:certificate "..., 44verify error:num=10:certific
8 ) = 44

9 write(2, "notAfter=", 9notAfter=) =9

10 write(2, "Oct 14 18:45:33 2020 GMT", 240ct 14 18:45:33 2020 GMT) = 24

XERNKBEER

OpenSSL BT /usr/lib/ss1/certsBHE FAIN/H alb2c3d4. 1,

1#E |, OpenSSL RS T certificate has expired AYEEIR , expire FURERRE 2020 &
10 B 24 B (%diEy "240ct 14" ),

XN EZ— 1 HZAHE | RUEMEX N ESHTHER. XEMAXE , MTAZE

HEEIRE ?
Hsr , B2 TLS ZFimAtbAy Trust store BB, IZHIREREBSIfE, Trust store —fig
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