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GET /abc HTTP/1.1
Host: www.example.com
User—agent: chrome

\ 4

HTTP/1.1 200 OK
Server: nginx
Content-Length: 100
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GET /abc HTTP/1.1
Host: www.example.com
User—agent: chrome

A4

HTTP/1.1 200 OK
Server: nginx
Content-Encoding: chunked

A

A

Chunk 1 (size m)

A

Chunk 2 (size n)

A

Final chunk 2 (size 0)
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GET /abc HTTP/1.1

User—agent: chrome
Host: www.example.com
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HTTP i53kete] LAY , e Bl uuid , i52 traceid , 2y&E 2 transaction id, AR
contains 133E88 , BRI IE 2 25 _BX 2 07 RS IHRIRRAYIXLE -

MNFERLE http contains "abc" ;
EmETLIR tcp contains "abc" ;

MEERILAE ip contains "abc"
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HOEEIRETTLIE frame contains "abc",
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1. BN T (ER tshark SREEEATREH HTTP B/HEHITIE. KT tshark , fRES
EEPLAEFREIE ?

2. & "REAEEMAE ? " XE , BRI THEER. NREWIERSENFEXH
Bf% | (REEMZMHATE ?

BE

F—No)E , @Realm FEMTEFNEE :

tshark -R "tcp.analysis.retransmission ||

tcp.analysis.out_of_order" i@Y -R IsEILESM , INEEFHELFE.

tshark 2pEE Wireshark — L EFNRFZENTE , BRSNS SR
Wireshark 2—#£89 , FrLAsEES <17 EEMEEND T LIE.

hFE - AIAJRERIRARIX B! , JNR(RIZ1T tshark -R

"tcp.analysis.retransmission || tcp.analysis.out_of_order" -r

file.pcap fiR3E , 1€ -R B9 -Y SIATLIAIT Y , B0ETE -R BUEIDLE -2,

& LAY tep.analysis 2— MEXRANILIEREMES. EEE tep.analysis IS SZ | IR
BT LAXHE

£ Wireshark BOidiEe8i@ MEEIS tcp.analysis , (RESEXANTIESEHMSWIERH
EmSITEMIT tshark -G | grep tcp.analysis , —ZBoHAT

B S5
1 $§ tshark -G | grep tcp.analysis
2 F SEQ/ACK analysis tcp.analysis FT_NONE tcp 0x0 This frame has some of
3 F TCP Analysis Flags tcp.analysis.flags FT_NONE tcp 0x0 This frame has
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4 F Duplicate ACK tcp.analysis.duplicate_ack FT_NONE tcp Ox0 This is a d
5 F Duplicate ACK # tcp.analysis.duplicate_ack_num FT_UINT32 +tcp BASE_DEC

6 F Duplicate to the ACK in frame tcp.analysis.duplicate_ack_frame FT_FRAMENU
7 F This s an ACK to the segment in frame tcp.analysis.acks_frame FT_FRAMENU
8 F Bytes in flight tcp.analysis.bytes_in_flight FT_UINT32 +tcp BASE_DEC Ox
9 F Bytes sent since last PSH flag tcp.analysis.push_bytes_sent FT_UINT32 tc
10 F The RTT to ACK the segment was tcp.analysis.ack_rtt FT_RELATIVE_TIME tcp
11 F ARTT tcp.analysis.initial_rtt FT_RELATIVE_TIME tcp 0x0 How long it t
12 F The RTO for this segment was tcp.analysis.rto FT_RELATIVE_TIME tcp 0x
13 F RTO based on delta from frame tcp.analysis.rto_frame FT_FRAMENUM tcp

14 F This frame is a (suspected) retransmission tcp.analysis.retransmission FT
15 F This frame 1is a (suspected) fast retransmission tcp.analysis.fast_retransnr
16 . ...,
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F—NEREE TLS IBFAEARINR, AEFE TLS session EFEE TLS1.3 A9 1RTT , E=E

ORTT IXFFIAEN , —MRIBR T TLS BFEIWX.

HE—RIBEE | ZAIEEE Client Hello,

HBRIETF : IREBiR &% Server Hello 1 Certificate &8 8.,

XAMRIES |,

=RIEF - ZRiEKE ClientKeyExchange #1 ChangeCipherSpec &iEE.,

BIKRIETF : RSSimAI% ChangeCipherSec # Finished,
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£ RFC5246 19 RYSE 35 TN, BB RTIX MR RAYF
i, BIEEPRIXERD S IREIXE | fHRSF,

SHAE
1 Client Server
2
3 ClientHello  —==————- >
4 ServerHello
5 Certificatex
6 ServerKeyExchangex
7 CertificateRequestx
8 {-—m————= ServerHelloDone
S Certificatex
10 ClientKeyExchange
11 CertificateVerifyx
12 [ChangeCipherSpec]
13 Finished —===———= >
14 [ChangeCipherSpec]
15 {=—————== Finished
16 Application Data {m==——== > Application Data
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A, DHE EiZBTIHEMREANME | FEMKERSE | AN TR DHE Bt
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"tshark 1L -G S SEHATERTRANTIEES , BEZIX 20 51 ({REHE ) " TShark
(Wireshark) 2.6.2 (v2.6.2) [root@localhost ~]# tshark -G | grep 'tcp.analysis' | wc -I 30
EFF v

EEREIS: Xigtcp.analysisE T : )
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