1, @&

£ Web &+, &e—HEFFREEN—H. RE2RETNAVAFEMER, BRNZENA
FHRRIDEIRE Bk, RENBFANEHA RN, MAERBA— St —75
H, NRAFEFENRERRE, TEARERFIEXR, HaRENArNEFASIEREESE, 5—
HE, NBANEREMERHE, BEERERE, UHREENRRNMMEILRERIEEE, Em
FEESHITRRE, RMNBRAMHE. Eit, MNAFAKNE—RHMMZELZEBRETFERE
sk, FAERBINNBRFAIRES.

HE EFERBRAY: Shiro, Spring Security !

XEFEEA—THE, 85— MEENHMEEN T RE—ARAM~=ET, BBASpring SecurityiEZg
HHEIMEA T R AR ?

BERIIETENENNE: Spring Security Btk

Spring Security is a powerful and highly customizable authentication and access-control
framework. It is the de-facto standard for securing Spring-based applications.

Spring Security is a framework that focuses on providing both authentication and authorization to
Java applications. Like all Spring projects, the real power of Spring Security is found in how easily it
can be extended to meet custom requirements

Spring Security@— " INEEERA BEE R RIS MO KIERIEIEHEIESE. BXbr ERFRIFETspring
BRI,

Spring Security@—/MEZR, MIETFH)avail BIEFARES MR, SRESpringliE—#,
SpringeE&MHEIERAZMETER IR BLIBEEHTK

MERRINBFELANEIX E—MIRESR., BRI B RIREERERR EARHINRAY? X3
TR —RSMADNINRERIR, THAMER, FERBAPR. (BEERIAFERIZEE], TR,

BABRZBISEORIBED, TRINEE, —ImiERRFALEMAEMmSpring ScecuritysiEE+aI—
i,

Spring 2— M EERITAIRINRY Java NMBFFAHRESR, Spring Security EF Spring 1828, 1Bt 7T—&
Web R EREMRIFTERRTTE. —H#KiR, Web RABNZEMEIERFIAE (Authentication) F1F
F#ER (Authorization) FMERD. FPIAMIHERNRWIER MR EREARFZFHEEER, HEER
FRgEEIBaZERES. BRIAE—RERBAFRERFENER. RABTRICHEFBFIZRERTTHIA
IBSFE. APEMSHERRIERENEFEEBIRITENMNEE. E— 1 EHKR+ P, FEBEFFEBHIN
REARD. tbanyd—N2skii, BRRFREEHTEN, MBNARTLUHTER., —fkik, &
FaNAFRNBEFRLRARNAE, MENAEURIN—ZRFIHIRUR.

T EEHREIRIAMNABIER, Spring Security fESRERBRIFAIST. EAFIAILSE, Spring
Security EZEZIFERAGAEAT, B HTTP EAINE. HTTP REWIE, HTTPHEAIE. OpenID
0 LDAP &, R85 ME, Spring Security f& T EFAEANLGTEFFNGEERZIZE (Access
Control List, ACL) , BILAXS R ARSI SO T4 ERYEH.

2, SCEEM
1, SEIRMIRIEEE


af://n0
https://spring.io/projects/spring-security#overview
af://n15
af://n16

1. FrE—MDaRIspringbootiE IETEEN.
2. BANBSHEIR

1  welcome.html

2 |views

3 | Tevell

4 1.html
5 2.html
6 3.html
7 | Tevel2

8 1.html
9 2.html
10 3.html
11 | Tevel3
12 1.html
13 2.html
14 3.html
15 Login.html

3. controllerkiE!
package com.kuang.controller;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.Pathvariable;

@controller

1

2

3

4

5 import org.springframework.web.bind.annotation.RequestMapping;
6

7

8 public class RoutercController {

9

10 @RequestMapping({"/","/index"})

11 public String index(){

12 return "index";

13 }

14

15 @RequestMapping("/toLogin™)

16 public String toLogin(){

17 return "views/login";

18 }

19

20 @RequestMapping("/levell/{id}")

21 public String levell(@Pathvariable("id") int id){
22 return "views/levell/"+id;

23 }

24

25 @RequestMapping("/Tevel2/{id}")

26 public String level2(@Pathvariable("id") int id){
27 return "views/level2/"+id;

28 }

29

30 @RequestMapping("/Tevel3/{id}")

31 public string level3(@pathvariable("id") int 1id){
32 return "views/level3/"+id;

33 }

34

35|}



4. KSR R AR OK!

2. iAIHSpringSecurity

Spring Security Z§TXISpringllBZ2ELE, tBRESpring Boot KEREEIRENARIRALES, ha]
PASEIEE AR IWebZe245Hl, SFReissl, HIMEFEESIA &
W, #TOENRE, AT EEHE!

ISET P>

e WebSecurityConfigurerAdapter: B ENXSecurityzklg
e AuthenticationManagerBuilder: EEMIAIEREE
e @EnableWebSecurity: FFEWebSecurityt&z{,

Spring SecuritylIF N EZEBRE “AIE" #1910 (iaiEsl) .

“JAIE” (Authentication)

SHWIERXTIIFERERE, WAFR/MAFIDINER, LISEERNSM0.
SipiibEEETRAFREERT, BRSSNRIERFESHER.
481" (Authorization)

BNREERFRNBEENSNE, BESETERRRERE WER, X4, HEE, ', I8,
NFHEHIRE) B2 0R.

XAMES2EARY, MARRESpring Security 17,

3. TAMEFRIZIN
Bel, FHARMSHE, 2iEEaLIRE, AR B0 B AIERSANRYThBE
1. 3IN i

1 <dependency>

2 <groupId>org.springframework.boot</groupIid>

3 <artifactId>spring-boot-starter-security</artifactid>
4 </dependency>

2. B ES

SEERM: https://spring.io/projects/spring-security,

BEEHNBCIBFARRE, HEIRIRAIEEENHY:

https://docs.spring.io/spring-security/site/docs/5.3.0.RELEASE/reference/ntml5 #servlet-

applications 8.16.4


af://n30
af://n48
https://spring.io/projects/spring-security
https://docs.spring.io/spring-security/site/docs/5.3.0.RELEASE/reference/html5

The custom DSL can then be used like this:

@EnablellebSecurity
public class Config extends WebSecurityConfigurerAdapter {
@0verride
protected void configure(HttpSecurity http) throws Exception {
http
.apply(customDs1())
.flag(true)
.and()

. a3

3. REEMEEE

1 package com.kuang.config;
2
3 dimport

org.springframework.security.config.annotation.web.builders.HttpSecurity;
4 dmport
org.springframework.security.config.annotation.web.configuration.EnablewebSe

curity;

5 dmport
org.springframework.security.config.annotation.web.configuration.webSecurity
ConfigurerAdapter;

6

7 @EnablewebSecurity // J/awebSecurityf&

8 public class SecurityConfig extends WebSecurityConfigurerAdapter {

9

10 @override

11 protected void configure(HttpSecurity http) throws Exception {
12

13 }

14 |}

4, EHRNERAIRIFINY

1 @override

2  protected void configure(HttpSecurity http) throws Exception {
3 /7 EHIE R AN

4 // B U N LAV I

5 http.authorizeRequests() .antMatchers("/").permitAl1()

6 .antMatchers("/Tevell/**") . hasRole("vipl")

7 .antMatchers("/Tevel2/**") .hasRole("vip2")

8 .antMatchers("/Tevel3/**") . hasRole("vip3");

9|1

5. WiH—T: RMBRTEEHAET! BARMNEMEERNAE, BNBEKEESRNACRE
SIRZAIIBRA ATLA!

6. ENEIRFIEON/ =+ IMALITEE, FEEmEERNERIEE!

// JHia BB E Sk Thhe

// /login iERKHEF I

// /login?error A 3)iX B RIREF KK
http.formLogin();

A W N R



7. WA &M, IRERURREHER, SBEEEEIERAIHE !

Please sign in x|+ e =

4 C O} http://localhost:8080/login m o v = @' O s D
1> & W - MBS EM TRk FE MyWeb & EE B2

Please sign in

Username

Password

8. BEENIZERTHIERER,
BATTLUESOGAERN, B

configure(AuthenticationManagerBuilder auth) papra

/ /5E XNUEFN
2 @override
protected void configure(AuthenticationManagerBuilder auth) throws Exception

{

w

J/ENAEFRE N, WralbifEjdbcHE£E. ...
auth.inMemoryAuthentication()
.withuser("kuangshen") .password(''123456").roles("vip2","vip3")
.and(Q)
.withuser("root") .password(""123456").roles("vipl","vip2","vip3")
10 .andQ
11 .withuser("guest") .password(""123456").roles("vipl","vip2");
12}

O 00 N O v b

9. Mz, FATFTLMERAREWSERHITUR! KISIRE!
There is no PasswordEncoder mapped for the id “null”

localhost:8080/login i i)

< O O http://localhost:8080/login
> 5 s INERZRE EM TR == Myweb o BE BB

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

-
<

[

©
.

Mon Mar 09 21:23:00 CST 2020

There was an unexpected error e=Internal Server Frror, status=500).
There is no PasswordEnceder mapped for the id "null”

10, FR, HNESRIRESROBEHTEMAOIUINE, SURLEER, E85E

/ /5E XANUEFN
2 @override
protected void configure(AuthenticationManagerBuilder auth) throws Exception

{
4 J/TERAERE S, Wb jdberh kg, ...
//spring security 5.0 72 HnE R, el T E L.
6 //EAEBRATTH I fe0s 1E 5 S0, FEBM— Fconfigure T Rig . FRATEL A £& i ok 1) 2
T A7 Ak 5 20 25

//spring security B FHEERZHEHbcrypting ;.

o N



9 auth.inMemoryAuthentication() .passwordencoder(new
BCryptPasswordEncoder())

10 .withuser("kuangshen") .password(new
BCryptPasswordeEncoder() .encode("123456")) .roles("vip2","vip3")

11 .and(Q)

12 .withuser("root") .password(new
BCryptPasswordeEncoder() .encode("123456")) .roles("vipl","vip2","vip3")

13 .and(Q)

14 .withuUser("guest") .password(new
BCryptPasswordEncoder() .encode("123456")).roles("vipl","vip2");

15  }

1, Wi, &M, EFRpTN, FESIMHEBREEHAESIALETRIRN! B

4, BUPREHIFEE

1. FEENEERYEHAITIAE

1 //ERIERIFEAGR N

2 @override

3  protected void configure(HttpSecurity http) throws Exception {
4 Yy

S) //FF 8 B E B WA B D fg

6 // /logout JEA4IER

7 http.logout();

8 1

2. Befi)Emim, IEIN—MNEHRYRE, S=

1 <a class="1item" th:href="@{/logout}">
<i class="address card icon"></i> ¥4y
3 </a>

3. BMALLEUR—T, BERANERETE, AT HERERPERIERITH!
4. B2, BAVEILMNEEMINE, KIBETLABMERIER, X EALIER?
1 // .logoutSuccessur1("/"); WEASRIIREIE R
2 http.Togout() .TogoutSuccessur1("/");
5.0, EHTEE, RIMBHEEIETOK
6. BAITMENK—FK: AFIRBERNIMR, S LRBRERIRE, BRERZRE, Sits
LR RNERNAFEER TR 282, thilkuangsheniXAMNER, BRE vip2, vip3Ih

B8, BRABRNAEXIIINEE, Mvip1ANIEEREAE ! XMMEELAIMNIEER 7! 1%
{Efie?

BITEELESthymeleafrhi—LEIhEE

sec: authorize="isAuthenticated()": 2%HAEER! EInaZSEspUE]

Maven{{ii :


af://n76

1  <!-- https://mvnrepository.com/artifact/org.thymeleaf.extras/thymeleaf-

extras-springsecurity4 -->

<dependency>
<groupId>org.thymeleaf.extras</groupId>
<artifactIid>thymeleaf-extras-springsecurity5</artifactid>
<version>3.0.4.RELEASE</version>

</dependency>

S v AW N

7 ASBERAIRY BRI

1. BABBZE
1  xmlns:sec="http://www.thymeleaf.org/thymeleaf-extras-springsecurity5"

2. (B SAAZ, IEIIAIEHIAT

1 <!--BFEH-->

2  <div class="right menu">

3

4 <! --fIRAREF-->

5 <div sec:authorize="!1isAuthenticated()">

6 <a class="1item" th:href="@{/login}">

7 <i class="address card icon"></i> &x

8 </a>

9 </div>

10

11 <!--mPREEFFK-->

12 <div sec:authorize="1isAuthenticated()">

13 <a class="1item">

14 <i class="address card icon"></i>

15 4. <span sec:authentication="principal.username">
</span>

16 fith: <span sec:authentication="principal.authorities">
</span>

17 </a>

18 </div>

19

20 <div sec:authorize="isAuthenticated()">

21 <a class="item" th:href="@{/Togout}">

22 <i class="address card icon"></i> F4H

23 </a>

24 </div>

25 </div>

8. B, FMILERNNE, BERMINEME, 27 R MBEEAIHE,
9. ANRIEHA04T , FEENECEARILEcSEBILERNIE, BASTEZEA™, FHIJTLUSEK
B postREIER, EETEspring securityshXiFcsrfThge; HANKX: 7£ BeB g
http.csrf() .disable();
1 http.csrf(Q) .disable();//KMHcsrffi: BubiERkihidE , Bl X Gedid postyr X4E 52 Togout

15 R
2 http.Togout().Togoutsuccessur1("/");

10. Fefi 14 E5 FEAYABINEERIAIESSHL!

1 <!-- sec:authorize="hasrRole('vipl')" -->
2  <div class="column" sec:authorize="hasRole('vipl')">



3 <div class="ui raised segment">
4 <div class="ui">
5 <div class="content">
6 <h5 class="content">Level 1</h5>
7 <hr>
8 <div><a th:href="@{/levell/1}"><i class="bullhorn icon">
</i> Level-1-1</a></div>
9 <div><a th:href="@{/levell/2}"><i class="bulThorn icon">
</i> Level-1-2</a></div>
10 <div><a th:href="@{/levell/3}"><i class="bulThorn icon">
</i> Level-1-3</a></div>
11 </div>
12 </div>
13 </div>
14  </div>
15
16  <div class="column" sec:authorize="hasRole('vip2')">
17 <div class="ui raised segment'>
18 <div class="ui">
19 <div class="content">
20 <h5 class="content">Level 2</h5>
21 <hr>
22 <div><a th:href="@{/level2/1}"><i class="bullhorn icon">
</i> Level-2-1</a></div>
23 <div><a th:href="@{/level2/2}"><i class="bulThorn icon">
</i> Level-2-2</a></div>
24 <div><a th:href="@{/level2/3}"><i class="bullhorn icon">
</i> Level-2-3</a></div>
25 </div>
26 </div>
27 </div>
28  </div>
29
30 <div class="column" sec:authorize="hasRole('vip3')">
31 <div class="ui raised segment">
32 <div class="ui">
33 <div class="content">
34 <h5 class="content">Level 3</h5>
35 <hr>
36 <div><a th:href="@{/Tevel3/1}"><i class="bulTlhorn icon">
</i> Level-3-1</a></div>
37 <div><a th:href="@{/level3/2}"><i class="bullhorn icon">
</i> Level-3-2</a></div>
38 <div><a th:href="@{/level3/3}"><i class="bullhorn icon">
</i> Level-3-3</a></div>
39 </div>
40 </div>
41 </div>
42 | </div>

1. f—T!
12. SPREFIFTLFHEREE!

5. ic{E%

MERBR, HMNRABEERZE, KONK:HR, BER, HIUFIEFER, BRRSMUGHIER,
MEA—MCEEBRITIEE, X MxaMEsEIE? RiEgH


af://n118

1. FFRICEFTINRE

/ /FEITE R A BAFN

@override

o oooooooooa
/ /eI
http.rememberme();

N O vl W N

2. BAIBRERE

SFTFRRILSERINIE, SIFRRKINETE!

B qasEIipne?
AT LAEENSEEsacookie

HLARHESR

protected void configure(HttpSecurity http) throws Exception {

BUE—T, RMERRE T —MCERIE, HIBERZEXRA KR

. RRE

=m E BFE | rootAE : [ROLE_vipl, ROLE_vip2, ROLE_vip3] H T
Spring Security Study by Zj&@
-
4 »
= Elements Console Sources Metwork  Performance Memory  Application  Security  Audits x
y P ¥
- y
ST c o Filter
B Manifest Name Value Domain | . |Expires/ Max-Age . |Secure |SameSi.
£ Service Workers JSESSIONID 04ABCESEF0S5CERAGT01BC0169AERFES localh... |/ | Session 42 v
W Clear storage __guid 111872281.3306256863619425000.1572917880... |localh.. |/ |2020-08-31T01:38:00.000Z | 54
menitor coynt 2 localh.., |/ | 2018-11-06T05:08:14.000Z | 16
Storage remember-me cmDvdDuxNTcOMTQwMDkUMDYyOmEBOTRkI‘im localh... |/]|2019-11-19T05:08:14.066Z) 79|

» Z2 Local Storage

ssion Storage

Web 5QL
*@ Cookies
@ httpy/localhost:8080

Cache
£ Cache Storage
22 Application Cache

SOALREE 14K

3. B EHEa0eH®, sJLURIE, spring security BEAIIE &R 71X cookie

| Name

|'] Tocalhost
| [] ginstyle.css
: | | jquery-2.1.1.minjs

|| semanticminjs

: u cssifamily=Lato:400,700,400italic 700italicBisubs

| [] SBuywaBMUTPHjxdwXgwoff2

| || S6uswaBMUTPHREUYSWIPGQwofi2

MAESHR T !

6, EHRIERR

-

|
18 BREE, HcookiekiX

X | Headers | Preview Res pon se Cookies Timing

A g s T

view source

¥ Response Headers
Cache-Control:
Content-Length: @

Date: Tue, @5 Nov 2019 @5:19:91 GMT
Expires: @

Location: hitp://localhost:8886/
Pragma: oo-cache

I Set-Cookie: remember-me=; Max-Age=0; kxpires=T1u, 21-Jan-1%72 @2:90:10 GMT; Path=/

A-Content-Type-Options: nosni1ff
X-Frame-Options: DENY

=20 IXJ a%ﬁr LyJ: %-'I'F

no-cache, no-store, max-age=0, must-revalidate

“Ncookie, F\EJ_LjfﬁﬁEJE_IL/L
RERT. NRATFHE, WSHERX N cookie, ,\WE'JJ?'EE?Z{I]T_ JavaWeb ER&BiHE T, XE

MEXNERTEERZspring security BN, EAFRILAEREIIE S 5/ILoginAEE?
1. ERIARERTECESHEERE loginpage

1

http.formLogin().loginPage("/toLogin");

2. RIERnn R ERE B IB SEXAT loginiEXK


af://n135

<a class="1item" th:href="@{/toLogin}">
<i class="address card icon"></i> &3¢

</a>
3. BMIER, FEFAXLEERERIME, BIMBFERS, login.html BERZERKALR, B
WA Apost:
£ loginPage()RFSHHYERE LB EHA:

<form th:action="@{/login}" method="post">
<div class="field">
<label>Username</label>
<div class="ui left icon input">
<input type="text" placeholder="Username" name="username">

<i class="user icon"></i>
</div>
</div>
<div class="field">
<label>Password</1abel>
<div class="ui left icon input">
<input type="password" name="password">
<i class="1ock icon"></i>
</div>
</div>
<input type="submit" class="ui blue submit button"/>

</form>

4. XMEKRIER 3R, HAIIEFERIKNE, BAHE? 1T EE BRIl 5 =105
B! BikEREERIARBIERNSE!
http.formLogin()
.usernameParameter("username")
.passwordrParameter ("password")

.loginpPage("/toLogin™)
.loginProcessingur1("/login"); // &l aiiaifR

5. FEERIUEIMCERNSIEE
<input type="checkbox" name="remember"> it{Ei&
6. foimauIERhIER !

//EHNCATER S
http.rememberme() . rememberMeParameter (" remember");

7. Wik, OK

3. =EBEHMH


af://n161

package com.kuang.config;

import
org.springframework.security.config.annotation.authentication.builders.Authe
nticationManagerBuilder;

import
org.springframework.security.config.annotation.web.builders.HttpSecurity;
import
org.springframework.security.config.annotation.web.configuration.EnablewebSe
curity;

import
org.springframework.security.config.annotation.web.configuration.webSecurity
configurerAdapter;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;

@EnablewebSecurity
pubTlic class SecurityConfig extends WebSecurityConfigurerAdapter {

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

36
37
38
39
40
41
42
43
44

45
46
47

48

/ /7 18 SR A
@override
protected void configure(HttpSecurity http) throws Exception {

http.authorizeRequests() .antMatchers("/").permitAl1()
.antMatchers("/Tevell/**") .hasRole("vipl")
.antMatchers("/Tevel2/**") .hasRole("vip2")
.antMatchers("/Tevel3/**") .hasRole("vip3");

//F R BENE R T Ee: WA RR, o Bk B8 Sk T !
// /login i&RKHNEFH
// /login?error =g A 31X B KR &M
http.formLogin()
.usernameParameter("username")
.passwordpParameter("password")
.lToginpPage("/toLogin")
.loginProcessingur1("/login™); // &R EHEATIGR

//TTE E S e B R R D R
// /logout VERYIER

// .logoutSuccessur1("/™); JE&RIREIHE 7T

http.csrf() .disableQ);//KHcsrfuige  EuivikOyis , B A ftidid post iy ese

Togoutifsk

http.Togout().logoutSuccessur1("/");

/ /iR
http.rememberMe() . rememberMeParameter (" remember") ;

/ /5 SCAUER]
@override
protected void configure(AuthenticationManagerBuilder auth) throws

Exception {

[/TENAFHE S, WA LifEjdberh ks, ...
//Spring security 5.0 7 2R 77, Mo A kg .
//ERRFRATII I H A BE 06 1E B, BB — Fconfigure R IRAD . FRATTELR A A%

SR B R AT S A 75 2

//spring security EHEERZEHbcrypthng iy,



auth.inMemoryAuthentication() .passwordeEncoder(new

BCryptPasswordEncoder())

.withuser("kuangshen") .password(new
BCryptPasswordEncoder() .encode("123456")).roles("vip2","vip3")

.andQ)

.withuser("root") .password(new
BCryptPasswordeEncoder() .encode("123456")) .roles("vipl","vip2","vip3")

.and(Q)

.withUser("guest") .password(new
BCryptPasswordeEncoder() .encode("123456")) .roles("vipl","vip2");

}
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