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Download

Apache Shiro™ is a powerful and easy-to-use Java security framework that performs authentication,
authorization, cryptography, and session management. With Shiro’s easy-to-understand API, you can
quickly and easily secure any application — from the smallest mobile applications to the largest web and Popular Guides:
° enterprise applications.

Java Authentication Guide
Learn how Shiro securely verifies
identities.

Java Authorization Guide
Learn how Shiro handles

G ettl ng Sta rted permissions, roles and users.

« What is Apache Shiro? Web App Tutorial
o 10 Minute Tutorial Step-by-step tutorial for securing
« More articles a web application with Apache

) Shiro

Apache Shiro Mini Book
A free InfoQ mini-book by
Nebrass Lamouchi
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1.2, BpLEIIEE?

Authentication Authorization

> Primary Concerns

Session Cryptography

Management

v
Web Support Caching
> Supporting Features

\( —,_ YRemember i 0

Concurrency | Testing | "Run As" Me

e Authentication: BpIAIE. BR, WIFAFEAERHEHENNSY;
e Authorization: 1%, BEMMARIGIE, WIEENSINERNEREEREEAMUR, BFIBAEFEEE
BT HABE, 1 BIERNAPEREREENAR, S MENSIIENERUENERES
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BEEREAMUR!

Session Manager: RNEEE, AFEREMESE—RSE, LB ERHZEI, BRFBERED
TRIEF,; RETLIEEERYavaSEIME, BAILIEWebIfE;

Cryptography: (%, (RIFEUBRIZSMN, NEBNEFEEISUEES, MARHENEE;

Web Support: Web3z#s, BJLAIFESZHISEMEIWebIE;

Caching: &7, tWIBFPERRE, ERFER, HENAE. SIRAUEXER, XHELURS
PYES

Concurrency: ShiroSZIFSEAENERFHARIE, B, IIE—NEEFHEE—NMLIE, BHEHSR
SFINIZESUPS

Testing: FRMEMIHSZHF;

Run As: RAF—MAPBEAS—MAF (NRE(IF) NSHHETEE;

Remember Me: 12, XNMNEIEEELRIIRE, BI—XERE, TREXROEFARERT

1.3, ShiroZ2g (4hEB)
MINERSEEShiro, BIMMN PR A SN e/ {ERshirosepl T{E

Apl:g;c:;lon @ (the current ‘user’)

(manages all Subjects)

(access your security data)

subject: R FBARBEEREHIISESubject, HHERIEShirofIXIFMPIRZOFLESubject,
SubjectRFT HBIRIAF, XTMBPA—EE—1EANA, SHRINBRERMEHEIREEE
Subject, FNMLEICH, HB8AZ, SSubjectiUFFEREERSZEITLASecurityManager; SubjectE
STE—MJE, SecurityManageer A 2LFRAGHATE

SecurityManager: &2EH:S, BIFfE5LeEXIRIEEI&SSercurityManagerXE, HEE
EEEMABNSubject, ATLARHEREShirofYtzly, BHEEShirolIEMAHFHITRRE, BEHET
SpringMVCHAIDispatcherServietfIEE

Realm: ShiroMRealm3XEXZ 2R (WAF, A&, PR) , HEiHSecurityManager Z38iF
FRR&1n, BBAEHREMNRealm SREMENAIAFHITIVR, KRBERFNSHESEE BEEMN
ReamBRIBFHEMAABE. SR, HTRIEAFIRMERRE®HT, TLUERealmERK

DataSource;

1.4, ShiroZ2td (PIER)
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e Subject: {HITLASRNARRERN ‘FF;

e Security Manager: #824FSpringMVCHfiDispatcherServiet; 2ShirofIOBE, FrEEANRE
#RiEIZ Security Manageri#{TizHl, B©EEEERSUbject, BREFHITIALE, B, &, &
EENEE.

e Authenticator: fazRSubjectiAilE, @— 1M BR, STLABENSEI; AJLAERIAIESRRS

(Authentication Strategy) , BMtARBR FEBFINEBEE T ;

e Authorizer: EfXz8, RDAENEFIES, FARRAETAEEBNRAITHENIVERIE, BMiEHERFee
hIER FERRIABLLTRE,;

e Realm: ALAE—NEHEZ MIrealm, TLUARNRLZSLAEURER, BIETFRNZEIAN, 7
VAFAIDBCSEHR, tBRILARAFLIESE, AR, A—REMAPEEELIE Shrealm

e SessionManager: EIESession&dapEHANNAEM, MShiroFAMUNEILARBEWebIME, telLAR
EEERY)avaSERREH

e CacheManager: FfF=HIEE, REBWAF, A6, MIREEFN, RAXLEHEER RN
T, BEIEFEPERLARSIHEMIMRE;

e Cryptography: ZERB#EIR, Shiro &5 7 —LENNINZEMHRATELINE, BES

2. HelloWorld

2.1, fRELCE

BEEMIAY: http://shiro.apache.org/tutorial.html

BABIquickstart: https://github.com/apache/shiro/tree/master/samples/quickstart/
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1. BIE— 1 mavenRX T2, FFF3Shiro, MliERHERNGERF
2. fIE— N EERNMavenFT1TF2: shiro-01-helloworld
RIEEAX, HAIRSAShirof9Kis

1 <dependencies>

2 <dependency>

3 <groupId>org.apache.shiro</groupId>

4 <artifactId>shiro-core</artifactId>

5 <version>1l.4.1</version>

6 </dependency>

7 <!-- Shiro uses SLF4] for logging. Wwe'll use the 'simple' binding
8 in this example app. See http://www.s1f4j.org for more info. -

=->

9 <dependency>

10 <groupId>org.slf4j</groupIid>

11 <artifactid>s1f4j-simple</artifactid>
12 <version>1.7.21</version>

13 <scope>test</scope>

14 </dependency>

15 <dependency>

16 <groupId>org.slf4j</groupIid>

17 <artifactIid>jcl-over-s1f4j</artifactid>
18 <version>1.7.21</version>

19 <scope>test</scope>
20 </dependency>

21 </dependencies>

4. i/ BShiroficE
logdj.properties

1  Tlog4j.rootLogger=INFO, stdout

2

3  log4j.appender.stdout=org.apache.log4j.ConsoleAppender

4 Tlog4j.appender.stdout.layout=org.apache.log4j.PatternLayout

5 Tlog4j.appender.stdout.layout.ConversionPattern=%d %p [%c] - %m %n
6

7 # General Apache libraries

8 Tlog4j.logger.org.apache=wWARN

9
10 # sSpring
11 Tog4j.logger.org.springframework=wARN

12

13 # pefault shiro Togging

14 Tlog4j.logger.org.apache.shiro=INFO

15

16 # Disable verbose Togging

17 log4j.logger.org.apache.shiro.util.ThreadContext=wARN

18 Tlog4j.Tlogger.org.apache.shiro.cache.ehcache.EhCache=wARN

shiro.ini
1l # mmm -

Users and their assigned roles

Each Tine conforms to the format defined in the
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# org.apache.shiro.realm.text.TextConfigurationRealm#setUserDefinitions
JavaDoc

[users]

# user 'root' with password 'secret' and the 'admin' role

root = secret, admin

# user 'guest' with the password 'guest' and the 'guest' role
guest = guest, guest

# user 'presidentskroob' with password '12345' ("That's the same
combination on
# my Tuggage!!!" ;)), and role 'president'

presidentskroob = 12345, president

# user 'darkhelmet' with password 'Tudicrousspeed' and roles 'darklord'
and 'schwartz'

darkhelmet = ludicrousspeed, darklord, schwartz

# user 'lonestarr' with password 'vespa' and roles 'goodguy' and
'schwartz'

lonestarr = vespa, goodguy, schwartz

# Roles with assigned permissions

#

# Each Tine conforms to the format defined in the

# org.apache.shiro.realm.text.TextConfigurationRealm#setRoleDefinitions
Javaboc

[roles]

# 'admin' role has all permissions, indicated by the wildcard '*
admin = *

# The 'schwartz' role can do anything (*) with any lightsaber:
schwartz = lightsaber:*

# The 'goodguy' role is allowed to 'drive' (action) the winnebago (type)
with

# license plate 'eagle5' (instance specific id)

goodguy = winnebago:drive:eagle5

5. 5 HAI89QuickStrat

O 0 N O Uil » W N B

R R R R R R R
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import org.apache.shiro.SecurityuUtils;

import org.apache.shiro.authc.*;

import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.session.Session;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

import org.s1f4j.Logger;

import org.s1f4j.LoggerFactory;

/-.‘: %
* Simple Quickstart application showing how to use Shiro's API.
:‘:/

public class Quickstart {
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private static final transient Logger log =
LoggerFactory.getLogger(Quickstart.class);

public static void main(string[] args) {

// The easiest way to create a Shiro SecurityManager with
configured

// realms, users, roles and permissions is to use the simple
INI config.

// We'll do that by using a factory that can ingest a .ini
file and

// return a SecurityManager instance:

// Use the shiro.ini file at the root of the classpath

// (file: and url: prefixes Toad from files and urls
respectively):

Factory<SecurityManager> factory = new
IniSecurityManagerFactory("classpath:shiro.ini");

SecurityManager securityManager = factory.getInstance();

// for this simple example quickstart, make the
SecurityManager

// accessible as a JVM singleton. Most applications wouldn't
do this

// and instead rely on their container configuration or
web.xml for

// webapps. That is outside the scope of this simple
quickstart, so

// we'll just do the bare minimum so you can continue to get a
feel

// for things.

SecurityUtils.setSecurityManager(securityManager);

// Now that a simple Shiro environment is set up, let's see
what you can do:

// get the currently executing user:
Subject currentUser = SecurityUtils.getSubject();

// Do some stuff with a Session (no need for a web or EJB
container!!!)
Session session = currentUser.getSession();
session.setAttribute("someKkey", "avalue");
String value = (String) session.getAttribute("someKey");
if (value.equals("avalue™)) {
Tog.info("Retrieved the correct value! [" + value + "]1");

// let's Togin the current user so we can check against roles
and permissions:
if (!currentUser.isAuthenticated()) {
UsernamePasswordToken token = new

UsernamePasswordToken("Tonestarr", "vespa");
token.setRememberMe(true);
try {

currentUser.login(token);
} catch (UnknownAccountException uae) {



60 Tog.info("There is no user with username of " +
token.getPrincipal());

61 } catch (IncorrectCredentialsException ice) {

62 Tog.info("Password for account " +
token.getPrincipal() + " was incorrect!");

63 } catch (LockedAccountException lae) {

64 Tog.info("The account for username " +
token.getPrincipal() + " is Tocked. " +

65 "Please contact your administrator to unlock
it.");

66 }

67 // ... catch more exceptions here (maybe custom ones
specific to your application?

68 catch (AuthenticationException ae) {

69 //unexpected condition? error?

70 }

71 }

72

73 //say who they are:

74 //print their didentifying principal (in this case, a
username) :

75 Tog.info("User [" + currentUser.getPrincipal() + "] logged in
successfully.");

76

77 //test a role:

78 if (currentUser.hasRole("schwartz")) {

79 Tog.info("May the Schwartz be with you!");

80 } else {

81 Tog.info("Hello, mere mortal.");

82 }

83

84 //test a typed permission (not instance-Tlevel)

85 if (currentuUser.isPermitted("lightsaber:wield")) {

86 Tog.info("You may use a lightsaber ring. Use it
wisely.");

87 } else {

88 Tog.info("sorry, Tightsaber rings are for schwartz masters
only.");

89 }

90

91 //a (very powerful) Instance Level permission:

92 if (currentUser.isPermitted("winnebago:drive:eagle5")) {

93 Tog.info("You are permitted to 'drive' the winnebago with
Tlicense plate (id) 'eagle5'. " +

94 "Here are the keys - have fun!");

95 } else {

96 Tog.info("sorry, you aren't allowed to drive the 'eagle5'
winnebago!");

97 }

98

99 //all done - log out!

100 currentUser.logout();

101

102 System.exit(0);

103 }

104 3}

6. Wiz T—T
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8. &I,

MEN—TF HOHH:

<!-- https://mvnrepository.com/artifact/commons-Togging/commons-logging -
->
<dependency>
<groupId>commons-logging</groupId>
<artifactIid>commons-logging</artifactId>
<version>1l.2</version>
</dependency>

PITTREHAEBIRE, AIBERmaven{iili-RAYERIEIRRE, F(IFERGscopelFRAEME,

EHiNEfttest, RFER, APAFAIMquickstartfEER 7, BANBEEHER!

o v AW N

9. OK,

[main] INFO org.apache.shiro.session.mgt.AbstractvalidatingSessionManager
- EnabTling session validation scheduler...

[main] INFO Quickstart - Retrieved the correct value! [avalue]

[main] INFO Quickstart - User [lonestarr] logged in successfully.

[main] INFO Quickstart - May the Schwartz be with you!

[main] INFO Quickstart - You may use a lightsaber ring. Use it wisely.
[main] INFO Quickstart - You are permitted to 'drive' the winnebago with
Ticense plate (id) 'eagle5'. Here are the keys - have fun!
FHARERE!

2.2, [FiEAHE

1. BANT 8!
2. ZEpHHA

B W N R

SimpTle Quickstart application showing how to use Shiro's API.
= fR] B PR S SN AR, R Al Shi roJAPI,
-.':/

3. BE T g SecurityManagerfIsLHiIRts:
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// The easiest way to create a Shiro SecurityManager with configured

// realms, users, roles and permissions is to use the simple INI config.
// We'll do that by using a factory that can ingest a .ini file and

// return a SecurityManager instance:

// FEREBAERE R Fshiro. iniCff

// Use the shiro.ini file at the root of the classpath

// (file: and url: prefixes load from files and urls respectively):
Factory<SecurityManager> factory = new
IniSecurityManagerFactory("classpath:shiro.ini");

SecurityManager securityManager = factory.getInstance();

// for this simple example quickstart, make the SecurityManager

// accessible as a JVM singleton. Most applications wouldn't do this
// and instead rely on their container configuration or web.xml for
// webapps. That is outside the scope of this simple quickstart, so
// we'll just do the bare minimum so you can continue to get a feel
// for things.
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SecurityUtils.setSecurityManager(securityManager);

// BUECKEN T —EHFIShi rodss, iERA1IEFE LU 4
// Now that a simple Shiro environment is set up, let's see what you can
do:

4. FREN=RIAYSubject

1
2

// get the currently executing user: FKEUYFIIEEHATHIHF
Subject currentUser = SecurityUtils.getSubject();

5. sessionfYE{E

Ui A W N R

0 N O

[/ H&iEi— e R ZEwebEEIBALS! 1)

// Do some stuff with a Session (no need for a web or EJB container!!!)

Session session = currentUser.getSession(); //3ifisession

session.setAttribute("somekey", "avalue"); //# ESessionfi{H!

string value = (String) session.getAttribute("someKkey"); //Msessiondi3kiL

8

if (value.equals("avalue™)) { //Hlisession & EAATEIXAME !
log.info("==Retrieved the correct value! [" + value + "]1");

6. FAFIAIELNRE
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// WRAHAETHE P 2R CEsAE, R Cassk!
// let's login the current user so we can check against roles and
permissions:
if (lcurrentUser.isAuthenticated()) { // isAuthenticated() ;&7 kil
/R P 2 Ly UsernamePasswordToken
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr",
"vespa');
token.setRememberMe(true); //itfEdkafE
try {
currentUser.login(token); //#ufr&st, al LIS RT !
} catch (unknownAccountException uae) { //tnS&A+EEH T,
UnknownAccountExceptionF
log.info("There is no user with username of " +
token.getPrincipal());
} catch (IncorrectCredentialsException ice) { //ZHANF 5!
log.info("Password for account "
incorrect!");
} catch (LockedAccountException lae) { //HJ heiisE i) 5
log.info("The account for username " + token.getPrincipal() + "

+ token.getPrincipal() + " was

is Tlocked. " +
"Please contact your administrator to unlock it.");
}
// ... catch more exceptions here (maybe custom ones specific to

your application?
catch (AuthenticationException ae) { //iMIESEH, LIS EEE 1172
//unexpected condition? error?

/ /Ui AT A Y
//say who they are:
//ATEMATAR IR AR (FEARBIF AR 4D

//print their identifying principal (in this case, a username):



27 Tlog.info("User [" + currentUser.getPrincipal() + "] logged 1in
successfully.");

7. At E

//test a role:
[/ REAAERE M
if (currentUser.hasRole("schwartz")) {
log.info("May the Schwartz be with you!");
} else {
log.info("Hello, mere mortal.");

N O vl AW N R

8. (R E, HERIE

[/ PR AR, 178
//test a typed permission (not instance-level)
if (currentUser.isPermitted("lightsaber:wield")) {
log.info("You may use a lightsaber ring. Use it wisely.");
} else {
Tlog.info("sorry, Tightsaber rings are for schwartz masters only.");

N O vl AW N

9. (PRIE, KR

1 //MRH P RBEAERE—MR, 17, 6 R Ak

2 //a (very powerful) Instance Level permission:

3  if (currentuUser.isPermitted("winnebago:drive:eagle5")) {

4 Tog.info("You are permitted to 'drive' the winnebago with Ticense
plate (id) 'eagle5'. " +

5 "Here are the keys - have fun!");

6 } else {

7 Tlog.info("sorry, you aren't allowed to drive the 'eagle5'
winnebago!");

8 1

10. JEHHIR(E
1|/ /RATHER AR

2 //all done - Tog out!
3  currentUser.logout();

BREREL <)< o oxi(0); |

OK, —M&EERRYShirof2fFiAle, HAIBEBTSEIH® FIEART !

3. SpringBootfERk
3.1. HEIE

1. 8 —SpringBootIH. i&-HwebiEREAIAT!
RSINVEVLEE! chyneleaf |
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<groupId>org.thymeleaf.extras</groupId>
<artifactIid>thymeleaf-extras-java8time</artifactIid>
</dependency>

1  <!--thymeleaf#iti-->

2 <dependency>

3 <groupId>org.thymeleaf</groupId>

4 <artifactid>thymeleaf-spring5</artifactIid>
5 </dependency>

6 <dependency>

7

8

9

3. fRE— BT index.htm

1 <!DOCTYPE html>

2 <html Tang="en"xmlns:th="http://www.thymeleaf.org">
3 <head>

4 <meta charset="UTF-8">
5 <title>Title</title>

6  </head>

7 <body>

8

9 <hl>ETH</hl>
10  <p th:text="${msg}"></p>
11
12 </body>
13 </html>

4. fR5controllerif{TigIa) iz

1 package com.kuang.controller;

2

3 import org.springframework.stereotype.Controller;
4 dimport org.springframework.ui.model;

5 import org.springframework.web.bind.annotation.RequestMapping;
6

7 @controller

8 pubTlic class MyController {

9
10 @RequestMapping({"/","/index"})
11 public String toIndex(Model model){
12 model.addAttribute("msg", "hello,Shiro");
13 return "index";
14 }
15
16  }

5. WiRimEER!

3.2. E4Shiro

[EIEHZ AP -

1. Subject: FAFPZEK
2. SecurityManager: L2ETHSE
3. Realm: Shiro E#E0E
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2.
1. BAShiro # springZ & H{KEH

1 <dependency>

2 <groupId>org.apache.shiro</groupIid>

3 <artifactid>shiro-spring</artifactid>
4 <version>1l.4.1</version>

5 </dependency>

2. S shiro %
package com.kuang.config;

import org.springframework.context.annotation.Configuration;

@Configuration

1

2

3

4

5 //EUINRCES
6

7 public class ShiroConfig {
8

9

//81# shiroFilterFactoryBean

10

11 //0l# DefaultwebSecurityManager
12

13 /78 realm X%

14 | }

3. BfiIEIER, SEDERIE— POES
4. F(IFEEEN— realm 1928, AREE—LERRGE, BENESENAEE

package com.kuang.config;

1

2

3 import org.apache.shiro.authc.AuthenticationException;
4 dmport org.apache.shiro.authc.AuthenticationInfo;

5 import org.apache.shiro.authc.AuthenticationToken;

6 import org.apache.shiro.authz.AuthorizationInfo;

7 import org.apache.shiro.realm.AuthorizingRealm;

8 dmport org.apache.shiro.subject.Principalcollection;

9

10 //BEXRealm
11 public class UserRealm extends AuthorizingRealm {

12

13 [/ PATHEARGE 45

14 @override

15 protected AuthorizationInfo
doGetAuthorizationInfo(PrincipalCollection principals) {

16 System.out.printIn("#U7 /' =>F N &#EPrincipalcollection");

17 return null;

18 }

19

20 //PAT IR 5

21 @override

22 protected AuthenticationInfo

doGetAuthenticationInfo(AuthenticationToken token) throws
AuthenticationException {
23 system.out.printin("#47 7 =>\iF#¥#AuthenticationToken");
24 return null;



5. %

1
2
3
4
5
6
7
8
9

10
11
12
13

}

XANSEIFIFA IA0Beanth!

@Configuration
public class ShiroConfig {

//81# shiroFilterFactoryBean

//817 DefaultwebSecurityManager

//81E realm X%

@Bean

public UserRealm userRealm(){
return new UserRealm();

6. 1 TRBUTA I 7

//81# DefaultwebSecurityManager
@Bean(name = "securityManager')
public DefaultwebSecurityManager
getDefaultwWebSecurityManager(@Qualifier("userRealm")UserRealm userRealm) {
DefaultWebSecurityManager securityManager = new
DefaultwWebSecurityManager();
//<HERealm
securityManager.setRealm(userrRealm);
return securityManager;

7. BRI TRE O 7

1 //6J& shiroFilterFactoryBean

2 (@Bean

3 public ShiroFilterFactoryBean
getshiroFilterFactoryBean(@Qualifier("securityManager")DefaultwebSecurity
Manager securityManager){

4 ShiroFilterFactoryBean shiroFilterFactoryBean = new
ShiroFilterFactoryBean();

5 [/ VB A

6 shiroFilterFactoryBean.setSecurityManager(securityManager) ;

7

8 return shiroFilterFactoryBean;

9|1

R L ENRE:

S vl AW N

package com.kuang.config;

import org.apache.shiro.spring.web.ShiroFilterFactoryBean;
import org.apache.shiro.web.mgt.DefaultwebSecurityManager;
import org.springframework.beans.factory.annotation.Qualifier;
import org.springframework.context.annotation.Bean;



import org.springframework.context.annotation.Configuration;

//EWIAREE R
10 @configuration
11  public class ShirocConfig {

12

13 //8)& shiroFilterFactoryBean

14 @Bean

15 pubTlic ShiroFilterFactoryBean
getshiroFilterFactoryBean(@Qualifier("securityManager")DefaultwebSecurityMan
ager securityManager){

16 ShiroFilterFactoryBean shiroFilterFactoryBean = new
ShiroFilterFactoryBean();

17 [/ BB A E A

18 shiroFilterFactoryBean.setSecurityManager(securityManager);

19

20 return shiroFilterFactoryBean;

21 }

22

23 //81% DefaultwebSecurityManager

24 @Bean(name = "securityManager')

25 public DefaultwebSecurityManager
getDefaultwebSecurityManager(@qQualifier("userRealm")UserRealm userRealm) {

26 DefaultwebSecurityManager securityManager = new
DefaultwebSecurityManager();

27 //KEkRealm

28 securityManager.setRealm(userrRealm);

29 return securityManager;

30 }

31

32 //80E realm X%

33 @Bean

34 public UserRealm userRealm(){

35 return new UserRealm();

36 }

37 | }

£y 2 S ry
3.3, TAmE=gscm
| ETIARE. fEtemplatesERTH#E— user B3

1 <body>

2  <hl>add</hl>

3 </body>

1 <body>

2  <hl>update</hl>
3 </body>

2. IR EBEERITAEAY controller
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@RequestMapping("/user/add™)
public String toAdd(Q{
return "user/add";

@RequestMapping("/user/update™)
public String touUpdate(){
return "user/update";

O 0 N O U A W N PR

3. fEindexREL L, 1EINBkAEEE

1 <a th:href="@{/user/add}">add</a> | <a
th:href="@{/user/update}">update</a>

4. WA TUEHkEE R EBOK
5. ERIRINShiro N BT ERS

1 @Bean
2 public ShiroFilterFactoryBean

getShiroFilterFactoryBean(@Qualifier("securityManager")DefaultwebSecurit

yManager securityManager){

3 ShiroFilterFactoryBean shiroFilterFactoryBean
ShiroFilterFactoryBean();
4 [/ B E T
5 shiroFilterFactoryBean.setSecurityManager(securityManager) ;
6 Ve
7 whnshirof Bidugss, &AW LIRS
8 anon: G VERLA] LAY )
9 authc:  DAAUAIEA AT BAT i)
10 user: ISRAH 7SRRI AR T DL E BT
11 perms: G A TTIEAR A 1] LA 7]
12 role: A5 CAERA 7T LAV |
13 &/
14 Map<String,String> filterMap = new LinkedHashMap<String, String>(Q);
15 filterMap.put("/user/add","authc");
16 filtermap.put("/user/update"”,"authc");
17 shiroFilterFactoryBean.setFiltercChainbDefinitionMap(filtermap);
18
19
20 return shiroFilterFactoryBean;
21 }

6. FEEEI, HEaEEEH T 280K BRAM, REESBEEI— N ogin.jspIlmE,

PMERIVEENNR, HNFEEBSEX — LoginiiH!
7. BAiMRE—1 B SALoginTaHE

1 <!DOCTYPE html>

2 <html lang="en">

3  <head>

4 <meta charset="UTF-8">
5 <title>BxIllfi</title>
6  </head>

7 <body>

8

9

<h1>%5H</h1l>

A

JES



10 | <hr>

11

12 <form action="">

13 <p>

14 4. <input type="text" name="username'>
15 </p>

16 <p>

17 #f0.  <input type="text" name="password">
18 </p>

19 <p>

20 <input type="submit">

21 </p>

22  </form>

23

24 </body>

25  </html>

8. fEBkEERIcontroller

1 G@RequestMapping("/toLogin™)
2 public string toLogin(){
3 return "login";

41

SR llge == -l YW ShiroFilterFactoryBean() 7% Fif

1 //EME E T ogin il
2 shiroFilterFactoryBean.setLoginurl1("/toLogin");

10. BRI, ARTORIBREER] T Rl i ERILogin DT !
. TS, BAIXEBRY=ERLUER BECATRIE(F

Map<String,String> filterMap = new LinkedHashMap<String, String>Q);
//filterMap.put("/user/add", "authc");
//filterMap.put("/user/update”,"authc");
filtermap.put("/user/*","authc");

shiroFilterFactoryBean.setFilterChainbDefinitionMap(filtermap);

uvi A W N =

12. Wiz, 5TLO0K!

3.4, ERINEHR(E

1. WE—PEFMcontroller

1 //&F8E

2 @RequestMapping("/Togin")

3 public string login(String username,String password,Model model) {

4 //fifshiro, %m5I\iEH/E

5

6 //1. 3KWSubject

7 Subject subject = SecurityUtils.getSubject();

8 //2. EHEEM P EEE

9 UsernamePasswordToken token = new UsernamePasswordToken(username,
password) ;

10 //3. PATEFWTTE, RERA FE AR S F I
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11
12
13
14
15
16
17
18
19
20
21

58z A N

} catch (unknownAccountException e) { //H)"# A1t

} catch (IncorrectCredentialsException e) { //#ffhis

"noonge

AR 5

try {
subject.login(token); //% 3%
return "index";
model.addAttribute("msg","H P A ANGFE");
return "login";
model.addAttribute("msg",
return "login";

}

}

2. FERRIESINAYE B HEE B!

ERTUEIENN— msg 1#&7=:

1 <p style="color:red;"

LEFRBIENN— MES L :

<form th:action="@{/login}">

th:text="${msg}"></p>

<p>HF4: <input type="text" name="username'"></p>
<p>#f:  <input type="text" name="password"></p>

<p> <input type="submit"> </p>
</form>

3. 118, RIREAMRRTRE, hERZITINARSHIUserRealm, HAURZMIA—T

W e

________ | e |

& 0 = N
By cl & L

% | [B

X

ZO19-11-95 19.15:59.567
2019-11-08 10:14:04.325
2019-11-08 10:14:04.326
2019-11-08 10:14:04.335

INFU 757
INFO 7572
INFO 7572
INFO 7572

47T 7 =>INiE i i AuthenticationToken
AT 1 =>iNFi2 #tAuthenticationToken
AT 7 => i i AuthenticationToken
AT =>IA 2 AuthenticationToken
AT 7 =>INiFi2 #tAuthenticationToken

BSCHAT T RAIRSAIEZES !
4. #£ UserRealm SpiRSRAFIAIERTFIBTZLE

w

O 00 N O v b~

10
11
12
13
14

//PATINIEZ
@override

=1 ma:
--- [nio-8@8@-exec-
--- [nio-8@86-exec-
--- [nio-8@88@-exec-

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken
token) throws AuthenticationException {
System.out.printIn("#7 7 =>\ifZ#AuthenticationToken");

/ /B ) 2 A D
String name = "root";
String password = "123456";

//LHIWT R 4

UsernamePasswordToken userToken = (UsernamePasswordToken)token;
if (luserToken.getUsername() .equals(name)){

/R BT

return null; //shiroEmi&#it unknownAccountException



15 }

16

17 //2 . BRAEERY  JATAT LAEH —AuthenticationInfoszEi2t
SimpTeAuthenticationInfo

18 //  shiro&HBHRATEAE! 5 a2 AN Hue BR85S !

19 return new SimpleAuthenticationiInfo("", password, "");

20 | }

21

5. WiR—T! BIHEERANAIER(E!

3.5, BE&EE
1. S AMybatisiBKHL

1 <!-- 5N myBatis, Xf& MyBatis®E F#ALHER. Spring Boot K, M A&Spring

BootH C.ff)-->

2 <dependency>

B <groupId>org.mybatis.spring.boot</groupId>

4 <artifactId>mybatis-spring-boot-starter</artifactid>
5 <version>2.1.0</version>

6 </dependency>

7 <dependency>

8 <groupId>mysql</groupId>

9 <artifactIid>mysql-connector-java</artifactIid>

10 <scope>runtime</scope>

11 </dependency>

12  <!-- https://mvnrepository.com/artifact/log4j/logdj -->
13 <dependency>

14 <groupId>log4j</groupIid>

15 <artifactid>log4j</artifactid>

16 <version>1.2.17</version>

17 </dependency>

18  <!-- https://mvnrepository.com/artifact/com.alibaba/druid -->
19 <dependency>
20 <groupId>com.alibaba</groupIid>
21 <artifactId>druid</artifactIid>
22 <version>1.1.12</version>

23  </dependency>

2 RERBEH-EERE

1  spring:

2 datasource:

3 username: root

4 password: 123456

5 #?serverTimezone=UTC# Pt [X IHk4S

6 url: jdbc:mysql://localhost:3306/mybatis?
serverTimezone=UTC&useUnicode=true&characterencoding=utf-8

7 driver-class-name: com.mysql.jdbc.Driver

8 type: com.alibaba.druid.pool.DruidbataSource
9

10 #Spring Boot HIMEAFENXLEIEER, FHEACHE
11 #druid HdRIEE AR E

12 initialsize: 5

13 minIdle: 5
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14
15
16
17
18
19
20
21
22
23
24
25

26

27
28
29
30

maxActive: 20

maxwait: 60000
timeBetweenEvictionRunsMillis: 60000
minEvictableIdleTimeMillis: 300000
validationQuery: SELECT 1 FROM DUAL
testwhileIdle: true

testonBorrow: false

testonReturn: false
poolPreparedStatements: true

#MCE Mg filters, stat: %41t log4j: HEiEst. wall

#NHE R VFRREE  java.lang.ClassNotFoundException:
org.apache.log4j.Priority

#M'SFN Togdj KHEIA, Maven ihk:
https://mvnrepository.com/artifact/log4j/log4j

filters: stat,wall,log4j

maxPoolPreparedStatementPerConnectionSize: 20

useGlobalDataSourceStat: true

connectionProperties:
druid.stat.mergesql=true;druid.stat.sTowsqIMiT1is=500

WIS, app i cation. properties

1
2
3

#5440 E
mybatis.type-aliases-package=com.kuang.pojo
mybatis.mapper-Tocations=classpath:mapper/*.xml

4. REERZE, 5| ALombok

Ui A W N R

<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactIid>
<version>1.16.10</version>
</dependency>

package com.kuang.pojo;

import lombok.Al1TArgsConstructor;
import lombok.Data;
import lombok.NoArgscConstructor;

@ata

@ATTArgsConstructor
@NoArgsConstructor
public class User {

private int 1id;
private String name;
private String pwd;

5. fgEMapperizd

: PifisqTiEA



1 (@Repository

2 @vapper

3  public interface UserMapper {

4

5 public User queryUserByName(String name);
6

7|}

6. fTREMapperEt& 4

1  <?xml version="1.0" encoding="UTF-8" 7>

2 <!DOCTYPE mapper

3 PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN"

4 "http://mybatis.org/dtd/mybatis-3-mapper.dtd">
5

6 <mapper namespace='"com.kuang.mapper.UserMapper">

7

8 <select id="queryUserByName" parameterType="String"

resultType="User">

9 select * from user where name = #{name}
10 </select>
11

12 </mapper>

7. 585 UserService &=

1 public interface UserService {
2
3 public User queryUserByName(String name);
411
1 package com.kuang.service;
2
3 import com.kuang.mapper.UserMapper;
4 dmport com.kuang.pojo.User;
5 import org.springframework.beans.factory.annotation.Autowired;
6 dimport org.springframework.stereotype.Service;
7
8 @service
9 pubTlic class UserServiceImpl implements UserService {
10
11 @Autowired
12 UserMapper userMapper;
13
14 @override
15 public User queryUserByName(String name) {
16 return userMapper.queryUserByName (name) ;
17 }
18  }

—OSET7TXEERRE, JUERUL—TT, RIEEBNEIEETEIILHR

2
.



class Shiro02springbootApplicationTests {

@Autowired
UserServiceImpl userService;

@Test

void contextLoads() {
User user = userService.queryUserByName('"root");
System.out.printin(user);

520K, pIhERHET!
9. ¥u&EUserRealm, EZEEIEIEEHITELAR(E!

// 5 LRealm
public class UserRealm extends AuthorizingRealm {

@Autowired
UsersService usersService;

[/ PATHAE 4
@override
protected AuthorizationInfo
doGetAuthorizationInfo(PrincipalCollection principals) {
System.out.printIn("#47 /=>4 Principalcollection");
return null;

[/ PATINUIE R §
@override
protected AuthenticationInfo
doGetAuthenticationInfo(AuthenticationToken token) throws
AuthenticationException {
system.out.printin("#47 7 =>\il#®#AuthenticationToken");

UsernamePasswordToken userToken = (UsernamePasswordToken)token;
/[ B SNEAR
User user =

usersService.queryUserByName (userToken.getUsername());

if (user==null){
[/ A

return null; //shiro€Zmi&Ht unknownAccountException

return new SimpleAuthenticationInfo("", user.getPwd(), "");

10. Wik, MEEIHENEIEEFETIIRIT!



3.5 8% : ZLLWREER

BE? X/ Shiro, 2EARBKIITIEBENELXIHINE?

BATATLAZ realmiIssE IIBES] AuthenticatingRealm L¥izagWalrs
> BiETR: HIERLES

FR1EBXMEO CredentialsMatcher BIRSHISCINZE, MDSERENNZR

39 * @since 0.1

40 ¢/

4 ' - Choose Implementation of CredentialsMatcher (10 found)

i AllowAllCredentialsMatcher (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.
,l®HashedCredentialsMatcher (org.apache.shiro.authc.credential)  Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
2|@ Md2CredentialsMateher (org.apache.shiro.authc.credential) Mavef: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
4le Md5CredentialsMatcher (org.apache.shiro.authc.credential) Mavef: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
“le PasswordMatcher (org.apache.shirc.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
%o ShalCredentialsMatcher (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
g(ghag_gsgpedent_ia;gmagehep (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
Sl (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
5|6 ShaSl2CredentialsMateher (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
5@ SimpleCredentialsMatcher (org.apache.shiro.authc.credential) Maven: org.apache.shiro:shiro-core:1.4.1 (shiro-core-1.4.1.jar)
54

HAEE—ARE I REE AN RT7? REMELE, BRI

1. AHE— N ERFERIIZE IMDS5
2. EHaEia9Realm B9 CredentialsMatcher [2it, EiEEH BrHE L GaRIE Fad i,
HiZENZEEL

3.6. FHPFERURE
sEFEshirofId S ESRIZ&L B KA !
B Shirori terractorysean GuzieNUREES

1 //BRGSESS

2 filtermap.put("/user/add","perms[user:add]"); //KZFicidEmy !
2. RBRESUE—T, ihiaadd, ETLATEIR! RISHUER!

w < OO © http://localhost:8080/user/add

> et~ OSASE DEE OFT D Ovyweb % 5E BEE

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Fri Nov 08 10:55:17 CST 2019
There was an unexpected error (type=Unauthorized, status=401).
No message available

3R SBACISURIZES, shiro= BaIBEEIRIRINAYIE, BRINRBEXNTE, Fra401
T

4. BEBE— M ARIFNARRRIE, HEI— Mcontrollerf@x
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af://n298

1 @RequestMapping("/noauth™)

2 @ResponseBody

3 public string noAuth(){

4 return "REFBAGEYT UL IE " ;
511

3! shiroFi | terFactoryBean GNNERERNE SN ESal

1 shiroFilterFactoryBean.setUnauthorizedurl("/noauth");

5., BERBRN, JLIBEEIRISErET!

3.7. ShiroiZf
fEUserRealm FifiIEiANZEE, IEIHENAI=RTE!

1 /BT ERREE

2 (@override
3  protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection
principals) {

4 system.out.printIn("H#uU7 T=>FE HEPrincipalcollection™);

5

6 / /45 BHIR AT ARAL

7 SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();
8 / /B PRI -4 R

9 info.addstringPermission("user:add");
10
11 return info;
12 }

HNBRERUL, RNERNAFEYLIETHEadd TWE 7! A !

B, P2 REmD, TIeREER R, HLSIRNEY, BEELRSERMNZ
2 BTAFREECH—ERUR, NMETEME, FLAR, SR, NMzERFrvEuERES, ERIS
N, NizEERERRE—MURRRN, HIFERERTER, ERXENTATBEEELSE—L, K
MEEE IR ERPIEIN— B TIR(F!
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Modify Table

Table: Comment:

User

JColumns (4) | Keys (1)| Indices | Foreign Keys

Y

id int(28) -- port of primaory key

d name wvarchar(3g) +
= |
t perms varchar{18a) 1 n
A
I
» [
+
O
L
* SOL Script
(| ALTER TABLE user ADD perms var'char'|(189) NULL;
d
th
I C
Action: | Execute in database
F: r
g 0 Cancel t
I T U.s. e, Sl VIS . UlSUaLLIesrl J=1 vI=L it

T E2ERE, HEI—1FER

1 @pata

2 @ATTArgsConstructor

3 @NoArgsConstructor

4 public class User {

5

6 private int 1id;

7 private String name;
8 private String pwd;
9 private String perms;
10
11 3}

2. B IEREBBEXAIRBONES, KEERIIAF, AMSERaSIAERURF!
o FERPEREMNAIHE, BRAFMIE Principal &, BUE FZRIRIED

1 return new SimpleAuthenticationInfo(user, user.getPwd(), "");



o REHEENANTRIGX AR, NZXEERIER

1 //PITHRBEEE

2 @override

3  protected AuthorizationInfo

doGetAuthorizationInfo(PrincipalCollection principals) {

4 system.out.printIn("#U7 /' =>#MNZ#HEPrincipalcollection™);

5

6 /[ /45 BRIR AT RN

7 SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();
8 / /BT VR IR 775 o

9 //info.addstringPermission("user:add");

10
11 Subject subject = Securityutils.getsubject(); //3kf4pixt4
12 User currentUser = (User) subject.getPrincipal(); //=F|Userii%
13
14 info.addstringPermission(currentUser.getPerms()); //vERE
15 return info;
16 | }

3. B VR EIRE R PRI IR IN— LA R

% STIHLET LRIerid =

7 id 3

kuangshen 123456 user:update
<nOCL>

3 % 123890
5 /T 2131231  <null>
6|root 123456 user:add

i Bow MR

4. [ETREEH, 15 update ERIBEHTAPREZETT

1 //BERGTESS
2 filterMmap.put("/user/add","perms[user:add]");
3  filtermap.put("/user/update","perms[user:update]");

5. BAEmE, ERARNKS, #HTUH—T!
6. Mitzes@BIT OK!

3.8. EfThymeleaf

RIENR B A RRIEIHTUE
1. i IOMavenBIfREs ;

1| <!--
https://mvnrepository.com/artifact/com.github.theborakompanioni/thymeleaf
-extras-shiro -->
<dependency>
<groupId>com.github.theborakompanioni</groupId>
<artifactId>thymeleaf-extras-shiro</artifactid>
<version>2.0.0</version>
</dependency>

S v bW N
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2. FcE—"shirofdDialect , fEshirofIEcE g 01— Bean

//licEShirobialect: /5, HT thymeleaf 1 shiro FsZfic&1%H
@Bean
public ShirobDialect getShirobialect(){

return new Shirobialect();

Ui A W N R

}
3. {EMRNRAYECE

<div shiro:hasPermission="user:add">
<a th:href="@{/user/add}">add</a>
</div>

<div shiro:hasPermission="user:update">
<a th:href="@{/user/update}">update</a>
</div>

1
2
3
4
5
6
7
8
A FNEXWE—T, FTLURH, MEERTAERET, BAKIIIREER, HIUSHERT
, SREBTXANShirofR ! ERE, FTLABREIARNAR, BARNKE, IEMEERATE
T~ BARRTE
5. AT 5E, HIERAPEREMZIEEERNESessiond, Fil=E ! EHITALSERZ, 0

A\session

1 Subject subject = SecurityUtils.getSubject();
2 subject.getSession().setAttribute("loginuser", user);

6. BlimMsessionH3REY, AEAFFIMERERER

1 <p th:if="${session.loginuser==nul1}">
<a th:href="@{/toLogin}">%%</a>
3 </p>

7., XERTeE~

3.9, IMNF

SR T — RSB AR T SpringSecurity #1 Shiro P& EAMER, TERBIILARS—LE
B, HESSAAEAR, FR=EtaUSSIXEIIEENE, (BRAEHERERERREME,
EEHEBugE, BEArE, MIlE, RNWMERSBSERT, BEASRMRIHITEIT, JRE
SITEHR, FJBESEINNESR. FEARELFHBESEGIMNER, BXUERTLIZRHEE
CHIB+FZAREE, AARFTHEAFWE, LIRSS T, #EH4R, XTRENSIRE, t
BEARXTEIUSEREEY, FEANFITELHTARETRERET, REAREBECSER
EERNIRIL !
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